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ABSTRACT 

A trusted third party (TTP) is introduced to the buyer-seller protocol to guarantee the transaction fairness in protocol. 

However, the TTP practically increases the cost in the buyer-seller protocol. To address this issue, we propose a novel 

buyer–seller watermarking protocol to eliminate the need for a TTP. By dividing the buyer’s secret key into two 

primary mechanisms: the buyer’s watermark, embedded in digital content, and the transaction number produced by 

the seller; the seller can verify buyer’s watermark without decryption. After inserting a digital watermark from the 

seller, the buyer cannot remove the watermark from the digital content without a watermark extraction algorithm. The 

seller cannot fabricate piracy to frame an innocent buyer. When piracy is found, it can be traced clearly because of the 

privacy homomorphism property. In other words, the proposed protocol can trace piracy and protect the customer’s 

rights without a TTP. Therefore, the conspiracy problem can be solved. The proposed protocol also can protect the 

anonymity of the buyer and bind the buyer’s watermark to digital content. Moreover, the buyer is no longer required 

to participate in the dispute resolution in our scheme. 
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1.       INTRODUCTION 

Because of the rapid growth in the digital technology and the 

popularity of the Internet, digital media (such as music, 

images, movies etc.) has been adopted widely. However, the 

trend also increases the risk of the unauthorized distribution 

of digital content. Therefore, the ownership/copyright 

protection for digital content has become an imperative issue. 

Recently, the digital watermark has developed as a suitable 

technology to protect digital ownership/copyright.  

For copyright protection consideration, the seller secretly 

inserts a unique digital watermark, without causing serious 

degradation, into digital content to be sold. This unique 

digital watermark can be extracted from a replica found in 

the market. 

Using the watermark insertion mechanism, the seller can 

identify the truthfulness of the digital content. Because the 

buyer’s watermark is important information for protecting a 

buyer’s right in a buyer-seller watermarking protocol, it must 

be protected from the seller during the transaction. For 

watermark security, most buyer-seller protocols adopt the 

private homomorphism property [1]. The seller 

asymmetrically watermarks with his public key first, and 

then uses the same key to embed the buyer’s watermark 

encryption scheme as a tool for inserting a buyer’s 

watermark into digital content. There are two purposes of 

introducing private homomorphism in buyer-seller 

watermarking protocol. One is to eliminate the possibility of 

a malicious seller framing an innocent buyer with a 

counterfeit, and the other is to trace replicas found in the 

market to find illegal distributors. 

To avoid the possibility of the seller transplanting the 

watermark embedded in the pirated copy into another 

higher-priced digital content and framing a buyer, an ARG 

[2], which explicitly states the rights and obligations of both 

parties and specifies the digital content, is introduced to 

establish the relation between the buyer’s watermark and 

the digital content to be sold. 

An untrustworthy third party may collude with a malicious 

seller to fabricate piracy and frame an innocent buyer or 

may collude with a malicious buyer to confuse the tracing 

of piracy by faking the watermark. For this consideration, a 

buyer-seller watermarking protocol without TTP is more 

secure and practically economic. The weakness of the TTP 

buyer-seller watermarking protocol is that only the buyer 

can prove the correctness of a watermark himself. For this 

reason, the buyer has to participate in disputation to prove 

his/her innocence. To solve these problems in the buyer-

seller watermarking protocol, we propose a verifiable and 

secret buyer-seller watermarking protocol that encapsulates 

all solutions of the previously mentioned problems. The 

remainder of this paper is organized as follows. In Section 

2, we review some recent important buyer-seller 

watermarking literatures. In Section 3, two important 

preliminaries in buyer-seller watermark protocol are 

introduced. In Section 4, we give detailed descriptions 

about how the proposed protocol achieves our goals. In 

Section 5, we discuss the related issues in buyer-seller 



 

 

watermarking protocol and make a comparison with related 

schemes. Finally, we summarize in Section 6. 

2. LITERATURES REVIEW 

The core mechanism of the buyer-seller watermarking 

protocol is that the seller inserts the buyer’s watermark into 

digital content without obtaining any information about this 

watermark. The seller should not be granted to access the 

digital content after the watermark is embedded because the 

embedded watermark can be extracted from the pirated copy 

as evidence. A number of buyer-seller watermarking 

protocols [2-7, 8-17] have been proposed to solve these 

problems. 

In 2001, Memon and Wong proposed a buyer-seller 

watermarking protocol [8]. Memon and Wong’s protocol 

solved the problem of customer’s right. However, the 

proposed scheme cannot prevent the binding attack, the 

anonymity problem, and the conspiracy problem. Next, 

Chang and Chung [3] proposed an enhanced buyer-seller 

watermarking protocol which can withstand man-in-the-

middle attack but the unbinding and anonymity problems still 

remain unsolved. In order to improve Memon and Wong’s 

scheme, Lei et al. [2] introduced an efficient buyer-seller 

watermarking protocol, but it may suffer the conspiracy 

problem. In the scheme of [2], on-line WCAs (Watermarking 

Certificate Authorities) are required. Therefore, the 

interactions between the buyer, seller, and the on-line trusted 

third party (i.e. WCA or CA) may become a bottleneck of the 

entire protocol. Lei et al.’s scheme also suffered from man-

in-the-middle attack and anonymity problem. 

In 2006, Zhang et al. [17] proposed a secure buyer-seller 

watermarking protocol to resolve the conspiracy problem 

without the assistance of a TTP. However, the anonymity 

problem is not solved and the buyer still needs to participate 

in the dispute resolution. In Fan et al.’s scheme [5], they 

proposed an efficient buyer-seller watermarking protocol 

with an off-line trusted third party that can resolve the 

disputes fairly. However, the conspiracy problem still exists. 

Similar to the previous works [2, 8], Ibrahim et al. [6] 

involved a trusted certification authority to propose a secure 

buyer-seller watermarking protocol where the bottleneck of 

the entire protocol still existed.  The Deng and Preneel’s 

scheme [4] solved most of the problems except man-in-the-

middle attack. In summary, the previous works addressed 

various issues in the buyer-seller watermarking protocol 

including: the unbinding problem, the conspiracy problem, 

the buyer's participation in the dispute resolution problem, 

the man-in-the-middle attack problem and the anonymous 

problem.  

2.1 Buyer’s rights Problem 

A malicious seller may fabricate piracy to frame an innocent 

buyer. When a malicious seller can access the digital content, 

in which a buyer’s watermark is embedded, the seller can 

resell the copy illegally and accuse the innocent buyer of 

illegally distributing it. To solve this issue, the privacy 

homomorphism in the asymmetric encryption scheme is 

proposed. The asymmetric scheme is described as follows: 

The buyer-seller watermarking protocol keeps the seller from 

the digital content after the watermark is embedded. To insert 

the buyer’s watermark into digital content through private 

homomorphism, the seller needs to encrypt the digital 

content first. As a result, the seller cannot access this digital 

content again [2-6, 8, 17]. 

2.2 Unbinding Problem 

The seller may be able to transplant a watermark embedded 

in a digital content into another higher-priced digital content 

to frame an innocent buyer. To solve this issue, a common 

agreement called ARG which explicitly states the rights and 

obligations of both parties and links the digital content and 

watermark [2, 4-6, 17]. 

2.3 Piracy tracing Problem 

A watermark embedded digital content can be leaked into 

the market by a buyer. To solve this issue, encrypting 

digital content before embedding the watermark in digital 

content is a suitable solution. Because the buyer is the only 

one who can access this digital content after the watermark 

is embedded, it can be determined that the buyer is the 

distributor of a pirated copy found in the market [2-6, 8, 17-

18]. 

2.4 Conspiracy Problem 

A malicious seller may collude with an untrustworthy third 

party to fabricate a piracy and frame an innocent buyer, or a 

malicious buyer may collude with an untrustworthy third 

party to confound the tracing of a piracy with a fake 

watermark. There are two solutions for solving this issue. 

One is to ensure that the buyer’s watermark is encrypted by 

the buyer’s public key and the seller and third parties are 

kept from accessing the buyer’s watermark directly. The 

other is eliminating the demand for a third party in the 

protocol [4, 6, 17]. 

2.5 Buyer’s Participation in the Dispute Resolution 

Problem 

When the buyer’s watermark is encrypted by the buyer’s 

public key then stored in the seller sale database, the buyer 

must participate in the arbitration phase to decrypt the 

watermark; otherwise the dispute resolution protocol cannot 

proceed. To solve this issue, the trusted third party (TTP) is 

introduced. The TTP’s public key is used as a substitute for 

the buyer’s to encrypt the buyer’s watermark in the 

watermark generation phase. As a result, the buyer is 

unnecessary to participate in the dispute resolution phase 

[2-6]. 

2.6 Man-in-the-middle Attack Problem 

An attacker can tamper or modify the communication 

information among participants in the buyer-seller protocol. 

This can be avoided through the encryption mechanism or 

by transmitting data under a secure channel (such as secure 

socket layer, SSL) to protect data [3, 6]. 

2.7 Anonymity Problem 

A malicious third party can obtain the buyer’s privacy when 

the buyer exposes his or her personal identity along with the 

purchase information during the transaction. To solve this 

issue, we can encrypt the buyer’s personal identity before 

sending to seller and use an anonymous certificate as a tool 

to cut the relation between the buyer’s identification and 

purchase information [4, 5,19]. 
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3.1 Privacy Homomorphism 

In 1978, Rivest et al. [1] proposed the technique of privacy 

homomorphism to act as a tool for processing encrypted data. 

It was first introduced by Memon and Wong [8] in the buyer-

seller watermarking protocol to settle the customer’s rights 

problem and piracy trace problem in 2001. Privacy 

homomorphism allows us to perform some designated 

operations on encrypted data without disclosing the original 

data. Most of buyer-seller watermarking protocols adopted 

the public key infrastructure (PKI) cryptosystem to protect 

both the buyer’s and the seller’s rights. The RSA public key 

cryptosystem is a privacy homomorphism, with respect to the 

multiplication operation and the basis of RSA privacy 

homomorphism.  It is represented as follows: 
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Where Epk(.) is an asymmetric encryption algorithm with the 

public key e, and the modulus n=pq, p and q are two large 

(odd) prime numbers. For A and B, whether we perform 

multiplication before encryption or perform encryption 

before multiplication is irrelevant. 

3.2 Watermark Insertion 

There are two methods that can be used for watermark 

insertion in the buyer-seller watermarking protocol to protect 

digital ownerships/copyright. One is the spatial domain 

method and the other the frequency domain method. We use 

a still image as an example. With the spatial domain method, 

a watermark is inserted into the image through modifying the 

least significant bit (LSB) of some pixels value in the image 

directly. The advantage of the spatial domain method is that 

it is faster in computation. The disadvantage is that it can 

hardly withstand image attacks such as cutting, compressing, 

zooming and rotating. It is also less tolerant to noises. For 

frequency domain, the image is transformed into frequency 

domain coefficients by some transformations, such as the 

discrete cosine transformation (DCT), the Fast Fourier 

Transformation (FFT) and the Discrete Wavelet 

Transformation (DWT) [14], before embedding the 

watermark into the image. This method is more complex and 

slower than the spatial domain method. However, the 

frequency domain method is more secure and tolerant to 

noises than the spatial domain method. A frequency domain 

method is much more suitable than the spatial domain 

method for the buyer-seller watermarking protocol. 

For the watermark insert operation, the digital content to be 

sold is regarded as a vector of features  , where 
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as a vector of features  , where  
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watermarking scheme is regarded as linear and the insertion 

operation can be represented as the computation of 
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where   is the watermark insert algorithm. The watermark 

insert operation is used in the buyer-seller watermarking 

protocol as an arbitration basis to protect the digital 

ownership/copyright. 

4. THE PROPOSED PROTOCOL 

The proposed protocol is based on a robust spread-spectrum 

watermarking technique, proposed by Cox et al. [20] along 

with the RSA cryptosystem to embed the buyer’s 

watermark into digital content. All transaction information 

between buyer and seller is encrypted before it is sent. In 

this paper, we separate the buyer’s one time private key into 

a watermark and the transaction identification number 

produced by seller. Because the buyer’s one time private 

key is generated based on an RSA cryptosystem, the 

security of the watermark will be held even the transaction 

identification number is published. Furthermore, the seller 

can verify the correctness of the encrypted watermark 

without decrypting it. Hence, we eliminate the requirement 

of a third party and prevent the buyer from participating in 

the dispute resolution. 

There are five phases in our scheme namely: the registration 

phase, initiation phase, watermark generation phase, 

watermark verification and insertion phase and piracy 

dispute resolution phase. The notations and the details are 

described below and in the following subsections 

respectively. 

Notations: 

Mreq An anonymous digital certificate request 

message issued by buyer (B) 

CertB The anonymous digital certificate issued to 

buyer (B) which conforms the X.509 format 

M Digital content 

w Buyer’s watermark 

cw Encrypted buyer’s watermark 

SNM The product serial number of the digital content 

i The serial number of the ith transaction 

|| Concatenation operation 

SNM
i
 Transaction identification number, SNM

i
 = SNM || 

i 

ARG Explicitly states the rights and obligations of 

buyer-seller and specifies the digital content 

Sign The signature of the ARG and SNM
i
, which is 

signed using buyer and seller’s secret key 

ZY?  Compare whether Y is equal to Z or not 

g Public primitive element 

pkB/ skB The buyer’s public/ private key pair 

pkB
i
/ skB

i 
The buyer’s one time public/ private key pair 

pkS/ skS The seller’s public/ private key pair 

pkCA The public key of the certification authority 

)(mE
Xpk

 Use the X’s public key to encrypt message m 

)(mD
Xsk

 Use the X’s private key to decrypt message m 

)(mS
Xsk  Use the X’s private key to sign message m 

)m(V
Xpk

 Use the X’s public key to verify message m 

  Watermark inserts algorithm 

⊙ Watermark extracts algorithm 

4.1 Registration Phase 

The buyer applies an anonymous digital certificate, issued 

by the certification authority, as the buyer’s identification. 

We assume that the communication between the two parties 

is secure from tampering (for example, Secure Socket Layer, 

SSL). 

Step 1. Buyer proposes a request to Certification Authority 

for an anonymous digital certificate. 

Step 2. Certification Authority issues an anonymous 



 

 

digital certificate to buyer. 

4.2 Initiation Phase 

The buyer issues a purchase request to the seller. After 

receiving the purchase request, the seller prepares the related 

purchase information for buyer confirmation.  

Step 1. Seller first posts ARG and SNM for digital content on 

the Internet. Buyer sends the SNM as a purchase request 

when he/she wants to buy the digital content. 

Step 2. After receiving the buyer’s purchase request, the 

seller produces a serial number i corresponding to this 

request, and concatenate i and SNM into a transaction 

identification number, namely SNM
i
. For instance, the 

product number of digital content M is 100 and the 

order of the buyer’s purchase request is 1100. The 

seller will produce a transaction identification number 

1001100 for this transaction. Then the seller signs 

(ARG, SNM) with his/her private key sks and sends 

)SN,ARG),SN,ARG(S(
i

M

i

MskS

 to the buyer for 

further confirmation.  

4.3 Watermark Generation Phase 

The buyer verifies the received signature sent from the seller 

to confirm if the purchase object is correct. Then, the buyer 

generates a one time public/private key pair, watermark and 

essential information for this transaction, and then sends the 

above information to the seller after encryption. The 

scenarios of this phase are illustrated in Figure 1. 

 

Figure 1:Watermark generation protocol. 

Step 1. The buyer verifies )SN,(ARGS
i

MskS

 using the seller’s 

public key pks to confirm if the purchase object and the 

description of ARG are correct. 

)SN,  (ARG?))  SN,(ARG(SV
i
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Mskpk SS
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Step 2. Seller first posts ARG and SNM for digital content on 

the Internet. Buyer sends the SNM as a purchase request 

when he/she wants to buy the digital content. 

Step 3. The buyer chooses a positive integer g randomly 

and generates a watermark w for this transaction. 
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The buyer encrypts the watermark w with his/her one 

time public key pkB
i
 to get an encrypted watermark cw. 

)(wEcw
i

pkB
                                 (4)  

Step 4. The buyer signs the signature ),(
i

Msk SNARGS
B

 

and uses his/her one time private key skB
i
 to generate 

a dual signature Sign. 

)),(((
i

Msk
i

sk SNARGSSSign
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Step 5. The buyer encrypts ,),(,( cwpkSCert
i

BskB B

 

),,,
i

M
SNARGSigng  with the seller’s public key pks then 

sends the encrypted information 

),,,,),(,(
i

M

i

BskBpks SNARGSigngcwpkSCertE
B

to the 

seller. 

4.4 Watermark Verification and Insertion Phase 

The seller decrypts the encrypted information sent from the 

buyer, then verifies the correctness of both the encrypted 

watermark and the received signature. Once the confirmed 

information is correct, the seller proceeds with the 

watermark insert operation, then sends the digital content 

back to the buyer. This digital content is encrypted with 

his/her one time public key. The scenarios of this process 

are illustrated in Figure 2. 

 

Figure 2: Watermark verification and insertion protocol. 
 

Step 1. The seller uses his/her private key skS to decrypt 

the encrypted information sent from buyer, and then 

verifies the correctness of the encrypted watermark 

cw. 
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If the verification fails the buyer’s watermark is 

incorrect and the transaction is terminated. If the 

consequence of verification is equal to g, the buyer’s 

watermark is correct. The seller proceeds to verify the 

dual signature Sign . 

),( ? ))((
i

Mpkpk SNARGSignVV i
BB

                   (8) 

If the verification is incorrect, the transaction will be 

terminated. If the verification is correct, the seller 

proceeds with the watermark insert operation. 

Step 2. For the watermark insert operation, the seller firstly 

inserts SNM
i
 into digital content M to get M’. 

i

MSN MM'                                   (9) 

Later, the seller can use SNM
i
 as an index to search the 

sale database and find if there is any sale record 

corresponding to SNM
i
 (i.e. if the product is a pirated 

copy). 

Step 3. To insert the watermark w into digital content M’, 

the seller encrypts the M’ with the buyer’s one time 

public key pkB
i
 and obtain the encrypted digital 

content )(M'E
i

pkB

first. According to the private 

homomorphism property of RSA, the seller embeds the 

encrypted watermark cw to )(M'E
i

pkB

, using the 

watermark insertion algorithm . After this procedure, 

the buyer’s watermark w  and transaction identification 

number is embedded into the digital content which is 

encrypted by the buyer’s one time public key pkB
i
. 
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Step 4. The seller saves the sale record 

),,)(( ARGSN,cw,g,Signpk,SCert
i

M

i

BskB B

to database. 

Step 5. The seller sends this encrypted digital content 

)(M''E
i

pkB

 to the buyer. 

Step 6. The buyers decrypts )(M''E
i

pkB

 with his/her one 

time private key skB
i  

to restore the digital content M”, 

where the watermark w and transaction identification 

number SNM
i
 is embedded in M” for future dispute 

resolution. 

M''M''ED
i

pk

i

sk BB
))((                   (11) 

4.5 Piracy Dispute Resolution Phase 

If a pirated copy is found in the market, the seller can use 

the watermark extract algorithm to extract the transaction 

identification number and watermark. The seller can use 

this transaction identification number as an index to search 

the database for a corresponding record and see if it can be 

extracted from digital content successfully. When the record 

is found in database, the seller can send the record, along 

with the pirated copy and the watermark extract algorithm, 

to the judge to arbitrate the malicious event. He can make 

the decision without asking the buyer to participate in the 

arbitration. The scenarios of this process are illustrated in 

Figure 3. 

 

Figure 3: Piracy dispute resolution protocol. 

Step 1. When the seller finds a pirated copy of M”, say Y, 

in the market, the seller uses the watermark extract 

algorithm ⊙ to extract the transaction identification 

number SNM
i
 and watermark w’ from this pirated copy 

Y. 
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If w’ and SNM
i
 cannot be extracted from Y, the pirated 

copy was not sold by this seller, and this transaction is 

terminated. If SNM
i
 and w’ can be extracted 

successfully, the seller searches his sale database with 

SNM
i
 for the matched record. 

Step 2. The seller sends the record 
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BskB B

along with 

the illegal distribution Y and the watermark extract 

algorithm ⊙  to the arbiter for determining the 

malicious event. 

Step 3. When the arbiter receives the arbitration request, 

he/she uses the watermark extract algorithm ⊙  to 

extract the watermark w’ and the transaction 

identification number SNM
i
 from the illegal 

distribution Y. If the watermark w’ and the transaction 

SNM
i
 cannot be extracted from Y, using the watermark 

extract algorithm, the following procedures will be 

terminated. If the watermark w’ and the transaction 

SNM
i
 can be extracted from Y the arbiter proceeds 

with the watermark verification procedures. The 

scenarios of this phase are illustrated in Figure 4. 

Step 4. The arbiter verifies the signature Sign to determine 

the correctness of ARG and SNM
i
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If the illegal Y differs from the distribution of ARG, the 

following procedures will be terminated. If Y conforms 

to ARG, then the arbiter verifies the correctness of SNM
i
. 

If SNM
i’
 and SNM

i
 are different, the following 

procedures will be terminated; otherwise, the arbiter 

proceeds to the next procedure. 

Step 5. The arbiter encrypts w’ with buyer’s one time key 

pkB
i
  to obtain the encrypted watermark cw’. 

)'w(E'cw
i

pkB
           (14) 

 
Figure 4: The arbitration flow chart. 

Then the arbiter verifies if )('
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M
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pk gEcw  p mod  

is equal to g. The verification process is the same as (7). 

If the verification result is not equal to g, the illegal 

distribution Y is not leaked from the buyer accused by 

the seller. The buyer is innocent. If the verification 

result is equal to g, the arbiter can determine that the 

buyer is guilty. 
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The arbiter sends an anonymous digital certificate 

CertB to certification authority to ask for the buyer’s 

real identification after the buyer is determined guilty. 

Only after the buyer is confirmed guilty can the 

buyer’s real identification can be exposed to the 

arbiter. 

5. DISCUSSION 

In this section, we discuss the requirements of the buyer-

seller watermarking protocol problems mentioned in 

Section 2 and explain how to solve these problems in the 

proposed protocol. 

5.1 Customer’s Rights Problem 

The key point to solve this problem is keeping the buyer’s 

watermark secure during the transaction. This ensures that 

the watermark can be inserted into the digital content by the 

seller, without disclosing the original data. 

In the proposed protocol, the watermark is encrypted by 

encryption algorithm )  (
i

pkB
E to produce the encrypted 

watermark cw as a buyer’s identity in the transaction. Even 

if the seller gets the cw, he/she cannot extract the watermark 

w from it without the buyer’s one time private key skB
i
. 

Thus, the buyer’s right problem is solved. Before 

embedding the encrypted watermark cw into the digital 

content M, the buyer must encrypt the digital content, using 

the buyer’s one time public key pkB
i
 first. Then he/she 

inserts the watermark into digital content along with a 

privacy homomorphism, with respect to the multiplication 

operation in the RSA cryptosystem as follows: 
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In such a way, the malicious seller cannot get the buyer’s 

watermark and embed it into another duplicate to harm the 

buyer’s right. The security of the watermark embedded 

digital content in the proposed protocol can be protected. 

5.2 Unbinding Problem 

The key point to solve this problem is to establish a link 

between the buyer’s watermark and the digital content to 

prevent a malicious seller, who obtained the watermark   

and framing the buyer by insertion this watermark into 

another higher-priced digital content. 

In the proposed scheme, we link the watermark w and 

transaction identification number SNM
i
 with the following 

formula: 
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Then use the buyer’s private key skB and the buyer’s one 

time private key skB
i
 to sign the concatenation message 

ARG || SNM
i
 to obtain a dual signature Sign. 
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Afterward the verifier can use the following formulas to 

verify the watermark and signature’s correctness. 
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We therefore can link ARG, SNM
i
 and w tightly for each 

transaction. Even the seller can get a buyer’s watermark w 

from a piracy copy, he/she cannot insert it into another 

higher-priced digital content. This piracy copy will fail to 

pass the verifications. 

5.3 Piracy Tracing Problem 

Because only the buyer owns the one time private key i

Bsk  

for decrypting the digital content, we can confirm that the 

buyer is the only one who can access the watermark 

embedded digital content. In the proposed protocol, we insert 

the watermark w into the digital content M along with a 

privacy homomorphism with respect to the multiplication 

operation in the RSA cryptosystem. To protect the buyer’s 

right, the buyer’s watermark is encrypted with the buyer’s 

one time public key pkB
i
 before sending to the seller.  

)(wEcw
i

pkB
  

For insertion of the watermark w into digital content M, a 

seller must encrypt this digital content with the buyer’s one 

time public key pkB
i
  first. Then he/she can insert the 

watermark into the encrypted digital content along with a 

privacy homomorphism in the RSA cryptosystem. 
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Here, the buyer is the only one who can access the encrypted 

digital content )(M''E
i

pkB

 because he/she owns the 

decryption key skB
i
. When a suspicious digital content is 

found in the market, the arbiter can determine the real 

distributor clearly. 

M''M''ED
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sk BB
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5.4 Conspiracy Problem 

The most effective solution for the conspiracy problem is to 

eliminate the demand for a TTP in the protocol. There are 

only two parties in the proposed protocol. Therefore, the 

conspiracy problem can be avoided.  

 

5.5 Buyer’s Participation in the Dispute Resolution 

Problem 

In our scheme, the watermark w’ extracted from piracy 

copy can be verified through a predefined formula. 
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Through this formula, the arbiter can verify the correctness 

of w’ and make the correct judgment without help from the 

buyer. It is not necessary to decrypt the encrypted 

watermark cw stored in the seller’s sale database. 

5.6 Man-in-the-middle Attack Problem 

In the proposed scheme, we prevent an attacker from 

inserting or modifying the communication messages during 

transaction. All data transferred between buyer and seller 

are encrypted or under a secure channel (such as a secure 

socket layer) to keep the transaction data from being 

tampered. 

5.7 Anonymity Problem 

The key point to solve this problem is to hide the buyer’s 

identification during transaction. In the proposed protocol, 

we not only use an anonymous digital certification CertB to 

protect the buyer’s identity, but also randomly generate a 

one time public/private key pair pkB
i
/ skB

i
 for each 

transaction. The seller cannot know the buyer’s real identity 

from transaction data unless the buyer is determined guilty. 

5.8 Comparisons 

We examine the requirements in the proposed scheme and 

compare our scheme with related schemes in Table 1. 

6. CONCLUSION 

In this paper, we proposed a novel watermarking protocol 

which integrates a buyer’s watermark, transaction 

identification number and a buyer’s one time public/private 

key to protect the ownership of digital content and eliminate 

the TTP requirement. Comparing with earlier works, our 

protocol is able to provide all the required security 

properties such as buyer’s right problem, unbinding 

problem, buyer anonymity, piracy tracing problem, 

conspiracy resistance, and dispute resolution. Our scheme 

can also overcome all known attacks and security problems 

in the buyer-seller watermark protocol. Furthermore, the 

buyer’s watermark can be verified by the seller or arbiter, 

without decryption. 

 

 

 

 

 

 

 

 



 

 

 

Table 1: The comparisons of related schemes. 

Schemes 

Issues 

Memon and Wong 

[8] 

Chang and Chung 

[3] 

Lei et 

al.[2] 

Zhang  

et 
al.[17] 

Fan et al. 

[5] 

Ibrahim  

et al. 
[6] 

Deng and Preneel 

[4] 

Ours 

Buyer’s right problem Yes Yes Yes Yes Yes Yes Yes Yes 

Unbinding problem No No Yes Yes Yes Yes Yes Yes 

Piracy tracing problem Yes Yes Yes Yes Yes Yes Yes Yes 
Conspiracy problem No Yes No Yes No Yes Yes Yes 

Buyer’s participation in the dispute resolution 

problem 
No Yes Yes No Yes Yes Yes Yes 

Without on-line TTPs No Yes No Yes Partially No Yes Yes 

Man-in-the-middle attack problem No Yes No No No Yes No Yes 
Anonymity problem No No No No Yes No Yes Yes 
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