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Abstract 

 Previously, most Byzantine Agreement protocols can reach an agreement by the way of 

fault masking. Few of them can detect and locate the faulty components. And on the other 

hand, the most fault diagnosis algorithms can detect and locate faulty components but few of 

them can make all fault free processors reach an agreement. This study analyzes the messages 

received at the period of reaching agreement, and then, to detect and to locate the faulty links 

of the network. Finally, the proposed protocol can further make all fault free processors agree 

on the common failure report of the synchronous fully connected network. The symptoms of 

the faults include the malicious fault and the dormant fault. 
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Consistency, Parallel Processing 
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1. Introduction 

As the size and complexity of a distributed system increase, the issue of reliability 

becomes increasingly important but hard to achieve. A system's reliability is especially 

important for avoiding a life-critical system coming under the influence of any potentially 

faulty components. In a high reliability application, all fault-free processors in a distributed 

life-critical system should utilize an agreed upon common set of healthy components of the 

network. Without this agreed upon set of healthy components, a catastrophe could be resulted 

due to conflicts. Although, many tremendous fault diagnosis algorithms are available, few of 

them can make all fault-free processors reach an agreement. The purpose of this paper is to 

propose a protocol in which each fault-free processor reaches an agreement on every 

processor’s initial value and detects/locates a common set of faulty components during the 

period in which this agreement is established. Based on fault diagnosis agreement, all correct 

processors have a common list of faulty components in the network, and then the network can 

be reconfigured to be fault-free. To achieve an agreement in a distributed system, protocols 

are required so that the task of the system will run even if certain components in the 

distributed system have failed. Such a unanimity problem, first studied by Lamport, is called a 

Byzantine Agreement (BA) (Dolev and Reischuk, 1985; Lamport et al., 1982; Pease et al. 

1980). A closely related sub-problem, the Assure Interactive Consistency (AIC) problem, has 

been extensively studied (Fischer and Lynch, 1982) as well. Each processor j has its own 

initial value vj before executing the algorithm, 1 ≤ j ≤ n.  To start the algorithm, each 

processor broadcasts its initial value to all processors in the first round. The AIC problem 

involves designing a protocol that makes every fault-free processor meet the following goals, 
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(Consistency): Every healthy processor computes a common vector V = [v1, …, vj, …, 

vn] which is used to determine an agreement; and 

(Validity): If the j-th processor is healthy and its initial value is v, then the j-th element vj 

to be agreed on in the common vector V should be v. 

 

Actually, the AIC problem is n copies of the BA problem (Fischer and Lynch, 1982), 

which means that the protocol for solving the BA problem can be used to solve the AIC 

problem directly. The most common protocols for solving the BA or AIC problem are 

fault-masking algorithms. Few of the fault-masking algorithm can detect/locate a faulty 

component after the agreement is reached (Barborak, 1993). A Fault Diagnosis Agreement 

(FDA) problem (Barborak, 1993) was defined to make All fault-free processors in an 

n-processor fully connected network reach a common agreement. Each processor 

communicates with the other processors by exchanging messages. The desired protocol 

attempts to solve the FDA problem if it satisfies the following constraints: 

(Agreement): All fault-free processors identify the common set of faulty components as if the 

components had malfunctioned during the interactive consistency process. 

(Fairness): No faulty component is falsely detected as fault-free by any fault-free processor; 

and no fault-free component is falsely detected as faulty by any fault-free 

processor. 

Most of the results in the Byzantine Agreement or FDA problem are based on the 

assumption of processor fallibility only (Barborak et al., 1993; Dolev and Reischuk, 1985; 

Fischer and Lynch, 1982; Hsiao et al, 2000, Lamport et al., 1982; Meyer. and Pradhan, 1991; 

Pease et al., 1980; Siu et al., 1996; Turpin and Coan, 1984). With this assumption, a link fault 

is treated as a processor fault, regardless of the validity of the innocent processor; hence, an 

innocent processor connected to a potential link fault is not involved in the consensus. This 
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assumption contradicts the constraint of Consistency, which stipulates that All correct 

processors reach a common set of values. The fault symptoms can be classified as either 

dormant (e.g. omission, stuck-at, or timing faults) or malicious (also called arbitrary or 

Byzantine faults)(Meyer and Pradhan, 1991). The receiver can always identify the dormant 

faults if the protocol appropriately encodes a transmitted message by either the 

Non-Return-to-Zero code or the Manchester code (Halsall, 1995) before transmission. Note 

that the behavior of malicious faults can be unpredictable. In this study, we reviewed the FDA 

problem to tolerate/detect/locate faulty components by allowing dormant faults and malicious 

faults to simultaneously exist in the system. 

Resembling the investigation of both Hsiao (Hsiao et al, 2000) and Yan (Yan et al, 1999), 

this study considered a distributed system whose processors are reliable during the protocol 

execution. Meanwhile, some faults, broken-down, stuck, noise or an intruder may interfere 

with message transmission. The influence caused by a faulty link is bi-directional. That means 

both adjacent processors of a faulty link will be influenced by that faulty link. This study also 

improved the protocol of Yan (Yan et al, 1999) from reaching an initial value agreement to 

achieve a fault diagnosis agreement and to make the network be reconfigured. The proposed 

protocol’s complexity and reliability are demonstrated as well. The proposed protocol can 

tolerate/detect/locate d dormant faults and m malicious faults, which simultaneously exist in 

an n-processor fully connected network to reach an interactive consistency, in which m ≤ 

(n-d-3)/2. In addition, this protocol requires only two rounds of message exchange for 

reaching a common set of values, in which the term round (Lamport, 1982) is used to denote 

each interval of exchanging messages. Based on the messages received during the consistency 

determination period, the protocol performs two further rounds of message exchange to 

collect more information in order to analyze/detect/locate the faulty components. With the 

results, the protocol can make all fault-free processors agree on a common set of faulty 
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components. 

The remainder of this paper is organized as follows. Section 2 defines the model and the 

concepts. Section 3 proposes the protocol and verifies its validity and complexity. 

Conclusions and areas for future research are finally made in Section 4. 

 

2. The proposed model 

The proposed protocol uses a matrix to store the messages received during the message 

exchange. In this matrix, the value stored at the vertex vjk implies that the value just received 

was sent through processor j to processor k, and then to the owner of the matrix. For instance, 

the value 0 stored in the vertex 23 of the matrix constructed by processor 4, means that 

processor 2 sent the value to processor 3 during the first round. That value is re-sent by 

processor 3 to processor 4 during the 2
nd

 round. Consider a synchronous fully connected 

n-processor network, in which a receiver always identifies a sender’s authenticated message. 

The protocol’s processing time can be negligible. Although each processor always properly 

functions while executing the agreement protocol synchronously, links may be damaged due 

to breaking, some noise or an intruder. Thus, a link may be faulty, thereby changing, losing or 

delaying its transferred message. Conversely, a link is fault-free when the transferred message 

is always received precisely and timely. The symptoms of faulty links can be partitioned into 

two sets: dormant and malicious (Meyer and Pradhan, 1991; Siu et al., 1996). Although the 

receiver can identify dormant faults, malicious faults cannot possibly be identified.  Restated, 

a dormant fault has markedly less influence than a malicious fault. If the behavior of a 

malicious fault is the same as that of a dormant fault, then the protocol treats the malicious 

fault as a dormant fault. Regarding the multi-value agreement problem, Turpin and Coan 

(Turpin and Coan, 1984) indicated that the protocol of a binary value problem could be 

executed to solve a multi-value problem. Therefore, in this paper, only the binary initial value 
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is discussed. 

In the first round, processor i receives the preset initial value from each processor, and 

Vi is the vector [v1, v2, …vk, …, vn], a one dimension matrix in which vk represents the value 

received from processor k or the initial value of processor k itself, nk ≤≤1 . For simplicity, 

the receiver shall denote the value as λt as if that value is influenced by a dormant fault at the 

t-th round of the message exchange.  

In the second round, each processor i broadcasts its vector Vi to other processors and 

receives n-1 vectors from the other processors. During construction, if a dormant faulty link is 

found, all values received on that link are set to be λ2. A two dimensional matrix 2DMATi is 

established using vector Vj as the j-th column in the matrix. Notably, the value of the i-th 

column in 2DMATi is the same as the vector constructed by processor i in the first round. In 

the second round, processor i can receive n-1 vectors from the remaining n-1 processors. 

Therefore, 2DMATi is an n*n matrix. Each element vjk in 2DMATi represents the value of the 

processor k received from processor j in the first round. Based on the matrix each processor j 

collected, a majority value ωk of each k-th row is allowed to be VOTE [vk1, ..., vkj, …, vkn] = v 

if the number of v’s in the list [vk1, ..., vki, …, vn] is dominant after all λ1 and λ2 of the list are 

eliminated; otherwise, ωk is set to be ¬vkj ,where ¬ means “the complementary value of”. 

For instance, processor 2 computes the value ω3 = VOTE [v31, v32, v33, v34 , v35] = VOTE 

[1,0,1,0,λ2] where the λ2 is eliminated to diminish the influence of a dormant fault. Because 

the majority does not exist, then ω3  = ¬v32 = ¬0 = 1. In this case, the number of 1’s is the 

same as the number of 0’s in the list when all λ2 are eliminated. The value v32 is 0, then the 

complementary value of v32 is 1. In general, for processor j, after the t-th round of message 

exchange, the majority function VOTE [vk1, ..., vkj, …, vkn] = v if the number of v’s in the list 

[vk1, ..., vkj, …, vn] is majority after all λt-1 and λt of the list are eliminated. Otherwise, ωk is 
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set to be ¬vkj. For clarity, to compute the majority value ω14 of [v141, v142, v143, v144, 

v145]=[λ2,λ1,λ11,1] for processor 5 at the 3
rd

 round, t = 3, λ2 is eliminated. Since the number of 

λ1 is equal to the number of 1 and v145 = 1, thenω14 = ¬ v145 = λ1.  

In the following 3
rd

 and 4
th

 rounds, each processor i broadcasts and receives the matrix 

received in the last round, and constructs a one more dimension matrix, say an n*n*n matrix 

3DMAT and an n*n*n*n matrix 4DMAT. Based on the messages stored on the matrix, the 

protocol can make all fault-free processors reach interactive consistency and detect/locate a 

common set of faulty components. With the common set of faulty components, the network 

will be reconfigured to maintain a high performance and integrity.  

 

3. The proposed protocol 

This section formally presents the proposed protocol based on the model developed in 

Section 2. Based on the definition of an AIC problem, every processor has its own initial 

value to perform the protocol to reach an interactive consistency. Based on the results of Yan, 

Wang, Chin (Yan et al., 1999), within two rounds of message exchanges, all fault-free 

processors can reach an agreement for all fault-free processors as if d dormant faulty links and 

m malicious faulty links exist in a n-processor fully connected network, in which m ≤ 

(n-d-3)/2. With a similar procedure, each processor performs the third round of message 

exchange. The proposed protocol can make all fault-free processors reach an agreement on 

the values they received in the first round. All fault-free processors can reach an agreement on 

common faults caused in the first round by comparing the common values received before 

and after the first round of message exchanges. Based on the same idea, the protocol can 

make all fault-free processors reach an agreement on a common set of faulty components if 

the components explore their faulty behavior in the second round of message exchanges. 

Therefore, all faulty components are detected and located by all fault-free processors and an 
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interactive consistency is reached. The FDA problem is solved. 

 Figure 1 illustrates the PFDA protocol, which can make all fault-free processors 

tolerate/detect/locate a common set of d dormant faulty links and m malicious faulty links 

which simultaneously exist in a n-processor fully connected network, where m ≤ (n-d-3)/2. 

PFDA reaches interactive consistency using two rounds of message exchanges and 

detects/locates a common list of faulty components using two additional rounds of message 

exchanges. We will demonstrate 1) the proposed method’s efficiency, and 2) the necessary and 

sufficient conditions for the number of rounds deemed necessary and faulty components 

allowed by PFDA. 
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Protocol PFDA (For processor i with initial value vi,1≤ i ≤ n)  

Interactive Consistency Phase:  

Round 1: Transmit vi to all other processors and receive the value vj from 

processor j, for 1≤ j ≤ n; and then construct the vector Vi = [v1, v2, …, 

vj, …, vn], 1≤ j ≤ n. If a dormant link, say ik, is found, then vk = λ1; 

Round 2: Broadcast Vi, receive the vectors transmitted by other processors, and 

construct 2DMATi, (Setting the vector Vj in column j, for 1≤ j ≤ n.) If a 

dormant link, say ik, is found, then Vk =[λ2…λ2…λ2]; 

 Compute ωj = VOTE [vj1, vj2, …,vjn] for 1≤ j ≤ n; and agree on [ω1, 

ω2 , …, ωj  ,…, ωn ] for reaching interactive consistency; 

Fault Detection Phase: 

Round 3: Broadcast 2DMATi, receive the matrixes transmitted by other 

processors, and construct a 3DMATi, (Setting the matrix 2DMATj in j-th 

layer of 3DMATi, for 1≤ j ≤ n.) If a dormant link, say ik, is found, then 

all the values of 2DMAT k are set to be λ3; and compute ω jk = 

VOTE(vjk1, vjk2, …,vjkn) for 1≤ j,k ≤ n; 

Round 4: Broadcast 3DMATi, receive the matrixes transmitted by other 

processors, and construct a 4DMATi, (Setting the matrix 3DMATj in j-th 

layer of 4DMATi, for 1≤ j ≤ n.) If a dormant link, say ik, is found, then 

all the values of 3DMAT k are set to be λ4; and compute ωjkl = 

VOTE(vjkl1, vjkl2, …,vjkln) for 1≤ j,k,l ≤ n; 

1
st
 round check: If ( ∃ ωkj = λ), then link kj is a dormant failure, where λ∈{λ1,λ2,λ 3,λ 4}; 

 If ( ∃ ωkj≠ωk) AND (ωkj≠λ), then link kj is a malicious failure; 

2
nd

 round 

check: 

If ( ∃ ωkjl = λ) AND (links kj and jl are not fail), then link jl is a  

dormant failure; 

 If ( ∃ ωkjl≠ωkj) AND (ωkjl≠λ), then link jl is a malicious failure; 

 And agree on the set of faulty links to reach FDA. 

 

Figure 1. Protocol PFDA to reach an FDA 
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Figure 2 displays the complete procedure and the results obtained from running the 

protocol PFDA on a five-processor example. Figure 2-(a) illustrates the network and faults 

assumed. The initial value of each processor is shown in Figure 2-(b). After four rounds of 

message exchange, each processor constructs a vector V, matrixes 2DMAT, 3DMAT, and 

4DMAT as shown in Figure 2-(c),(d),(f),(g) respectively. The faulty links may influence the 

message transmission stealthily. To reach an interactive consistency, each processor computes 

a common listωj, 1≤ j ≤5, or [0,0,0,0,1] as shown in Figure 2-(e). To detect/locate the faulty 

components, each processor computesωjk, and ωjkl for 1≤ j,k,l ≤5 as shown in Figure 2-(f),(g) 

respectively. Due to the space limitation, the results of processor P5 are shown as an example. 

Each processor compares its own ωjk andωj for 1≤ j,k ≤5 firstly to detect/locate the faulty 

links failed during the first round. In this example, each processor found link 14 failed in 

dormant due to the value of ω14 orω41 is λ; and link 45 failed in malicious due to the value 

ofω45 (=1) not equal to ω4 (=0). These results are attributed to that all processors have the 

same list ofωjk andωj for 1≤ j,k ≤5. To detect/locate the faulty links caused during the 2
nd

 

round of reaching consistency, each processor comparesωjkl andωjk for 1≤ j,k,l ≤5, and finds 

out both link 14 and 45 still have faulty behaviors. Therefore, all processors reach an 

interactive consistency by the list ωj [0,0,0,0,1] and a common list faulty links, link 14 failed 

in dormant and link 45 failed in malicious. Herein, an FDA is achieved. 
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  V1 V2 V3 V4 V5 

v1 =0 0 0 0 λ1 0 

v2 =0 0 0 0 0 0 

v3 =0 0 0 0 0 0 

v4 =0 λ1 0 0 0 1 

 

v5 =1 1 1 1 0 1 

 

(b) Initial value 

 

(c) Vectors received after the first round 

 

 

 0 0 0 λ2 0  0  

 0 0 0 λ2 0  0  

2DMAT1= 0 0 0 λ2 0  0 , 1≤ j ≤ 5.  

 λ1 0 0 λ2 1  0  

 1 1 1 λ2 1  

P1’s ωj = 

1  
  

 0 0 0 λ1 0  0  

 0 0 0 0 0  0  

2DMATi= 0 0 0 0 0  0 , 1≤ j ≤ 5. 

i = 2, 3  λ1 0 0 0 1  0  

 1 1 1 0 1  

Pi’s ωj = 

i = 2, 3 

1  
  

 λ2 0 0 λ1 1  0  

 λ2 0 0 0 1  0  

2DMAT4= λ2 0 0 0 1  0 , 1≤ j ≤ 5. 

 λ2 0 0 0 1  0  

 λ2 1 1 0 0  

P4’s ωj = 

1  
  

 0 0 0 1 0  0  

 0 0 0 1 0  0  

2DMAT5= 0 0 0 1 0  0 , 1≤ j ≤ 5. 

 λ1 0 0 1 1  0  

 1 1 1 0 1  

P5’s ωj = 

1  

(d) 2DMAT of each processor (e) The value ω of each processor 

 

Figure 2. The results of PFDA for a five-processor example (cont’d.). 

p1 

p2 

p3 
p4 

p5 : Dormant faults 

: Malicious faults 

(a) a 5-processor fully connected network 
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0 0 0 1 0 0 0 0 λ1 0 

 λ3 λ3 λ3 λ3 λ3 1 0 0 0 0 0 0 

 0 0 0 λ1 0 λ3 λ3 1 0 0 0 0 0 0 

3DMAT1  

for processor P1 

 0 0 0 λ1 0 0 0 λ3 λ3 1 1 λ1 0 0 0 1 

0 0 0 λ2 0 0 0 0 0 λ3 λ3 0 1 

 

1 1 1 0 1 

0 0 0 λ2 0 0 0 0 0 λ3 λ3 

0 0 0 λ2 0 0 1 0 1 

λ1 0 0 λ2 1 0 1 

ωjk for 1≤ j,k ≤ 5 

1 1 1 λ2 1  

 

 

 

0 0 0 1 0 0 0 0 λ1 0 

 λ2 0 0 λ1 1 1 0 0 0 0 0 0 

 0 0 0 λ1 0 0 1 1 0 0 0 0 0 0 

3DMAT2&3  

for processor 

P2&3  0 0 0 λ1 0 0 0 0 1 1 1 λ1 0 0 0 1 

0 0 0 λ2 0 0 0 0 0 0 1 0 1 

 

1 1 1 0 1 

0 0 0 λ2 0 0 0 0 1 0 0 

0 0 0 λ2 0 0 1 0 1 

λ1 0 0 λ2 1 0 1 

ωjk for 1≤ j,k ≤ 5 

1 1 1 λ2 1  

 

 

 

0 0 0 1 0 0 0 0 λ1 0 

 λ2 0 0 λ1 1 1 0 0 0 0 0 0 

 0 0 0 λ1 0 0 1 1 0 0 0 0 0 0 

3DMAT4  

for processor P4 

 0 0 0 λ1 0 0 0 0 1 1 1 λ1 0 0 0 1 

λ3 λ3 λ3 λ3 λ3 0 0 0 0 0 1 0 1 

 

1 1 1 0 1 

λ3 λ3 λ3 λ3 λ3 0 0 0 1 0 0 

λ3 λ3 λ3 λ3 λ3 0 1 0 1 

λ3 λ3 λ3 λ3 λ3 0 1 

ωjk for 1≤ j,k ≤ 5 

λ3 λ3 λ3 λ3 λ3  

 

 

 

0 0 0 1 0 0 0 0 λ1 0 

 1 1 0 1 0 1 0 0 0 0 0 0 

 0 0 0 λ1 0 1 1 1 0 0 0 0 0 0 

3DMAT5 

for processor P5 

 0 0 0 λ1 0 0 0 0 1 1 1 λ1 0 0 0 1 

0 0 0 λ2 0 0 0 0 0 1 1 0 1 

 

1 1 1 0 1 

0 0 0 λ2 0 0 0 0 1 1 0 

0 0 0 λ2 0 0 1 0 1 

λ1 0 0 λ2 1 0 1 

ωjk for 1≤ j,k ≤ 5 

1 1 1 λ2 1  

 

 

 

 

(f) The valueωjk of each processor in the 3
rd

 round 

 

Figure 2. The results of PFDA for a five-processor example (cont’d.). 
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The 5th layer received from Processor P5 itself 

                            

                              

  
The 4th layer received from Processor P4 

                            

                              

  
The 3rd layer received from Processor P3 

                            

                 0 0 0 λ2 0  0 0 0 λ2 0   

  
The 2nd layer received from Processor P2 

             1 0 1 0 1 λ2 0  0 0 0 λ2 0   

             0 0 0 λ2 0 1 0 λ2 0  0 0 0 λ2 0   

  
The 1st layer received from Processor P1 

         0 0 0 λ2 0 λ2 0 0 1 λ2 1  λ1 0 0 λ2 1   

                           0 0 0 λ2 0 λ2 0 λ2 0 1 1 λ2 1  1 1 1 λ2 1   

                           0 0 0 λ2 0 λ2 0 λ2 1 1 1    

                           0 0 0 λ2 0 λ2 1 λ2 1      
ωjk1 for 1≤ j,k ≤ 5 

                           λ1 0 0 λ2 1 λ2 1               

     1 1 1 λ2 1    0 0 0 λ 0  0 0 0 λ1 0   

           0 1 1 1 1 0 0  0 0 0 0 0   

         0 0 0 λ1 0 0 0 0 0  0 0 0 0 0   

       0 0 0 λ1 0 0 0 1 0 0 1  λ1 0 0 0 1   

     0 0 0 λ1 0 0 0 0 0 0 1 0 1  1 1 1 0 1   

     0 0 0 0 0 0 0 0 1 0 0    

     0 0 0 0 0 0 1 0 1      
ωjk2 for 1≤ j,k ≤ 5 

     λ1 0 0 0 1 0 1               

     1 1 1 0 1    0 0 0 λ1 0  0 0 0 λ1 0   

           0 1 1 0 0 0 0  0 0 0 0 0   

         0 0 0 λ1 0 1 1 0 0  0 0 0 0 0   

       0 0 0 λ1 0 0 0 1 0 0 1  λ1 0 0 0 1   

     0 0 0 λ1 0 0 0 0 0 0 1 0 1  1 1 1 0 1   

     0 0 0 0 0 0 0 0 1 1 1    

     0 0 0 0 0 0 1 0 1      
ωjk3 for 1≤ j,k ≤ 5 

     λ1 0 0 0 1 0 1               

     1 1 1 0 1    1 0 0 1 0  λ2 0 0 λ1 1   

           1 0 0 0 1 1 0  λ2 0 0 0 1   

         λ2 0 0 λ1 1 0 1 1 0  λ2 0 0 0 1   

       λ2 0 0 λ1 1 0 1 0 0 0 1  λ2 0 0 0 1   

     λ3 λ3 λ3 λ3 λ3 0 1 0 1 1 1 0 1  λ2 1 1 0 0   

     λ3 λ3 λ3 λ3 λ3 0 1 0
1 

1 1 0    

     λ3 λ3 λ3 λ3 λ3 0 1 0 0      
ωjk4 for 1≤ j,k ≤ 5 

     λ3 λ3 λ3 λ3 λ3 0 0               

     λ3 λ3 λ3 λ3 λ3    0 0 0 1 0  0
0) 

0 0 1 0   

           1 1 0 1 0 1 0  0 0 0 1 0   

         0 0 0 1 0 0 1 1 0  0 0 0 1 0   

       0 0 0 1 0 1 0 0 1 1 1  λ1 0 0 1 1   

     0 0 0 1 0 1 0 1 0 0 0 0 1  1 1 1 0 1   

     0 0 0 1 0 1 0 1 1 1 1    

  

 
 
 
 
 
To reach interactive consistency: 

Computes ωj  = VOTE(vj1, vj2,…,vj5) 

for 1≤ j ≤ 5, and agree on (0,0,0,0,1) 

 

To detect and locate faulty links: 

Computesωjk  and ωjkl  for 1≤ j,k,l ≤ 5; 

Compares ωj  and ωjk  for 1≤ j,k ≤ 5 

Link 14 failed in dormant and 

Link 45 failed in malicious; 

Computesωjk  and ωjkl  for 1≤ j,k,l ≤ 5 

Link 14 failed in dormant and 

Link 45 failed in malicious; 
 
 
(h) The results of PFDA for processor P5 

example. 
   0 0 0 1 0 1 1 0 1      

ωjk5 for 1≤ j,k ≤ 5 

                           λ1 0 0 1 1 0 1               

                           1 1 1 0 1                 

(g) The 4DMAT & ωjkl of processor P5 in the 4
th

 round 

 

 

 

Figure 2. The results of PFDA for a five-processor example. 
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Next, the following lemmas and theorems are used to demonstrate the validity and 

complexity of PFDA.  

Lemma 1: Let the initial value of a processor i be v and link ij is perfect or dormant. 

Then, the value ωωωωi  for processor j should be v. 

Proof: Case 1: Link ij is perfect, the processor j will receive vi from processor i in the first 

round and vij = vi in 2DMATj. Meanwhile, the value v of processor i is broadcast to 

the other processors. There are at most (n-d-3)/2 malicious faulty links in the 

system. In the second round, processor j receives at least (n-d-1) - (n-d-3)/2 = 

(n-d+1)/2 vi's in the i-th row of 2DMATj, where d represents the number of 

λ∈{λ1,λ2} which will be eliminated during the voting for a majority. Hence, at 

least (n-d+1)/2 vi's are in the i-th row, and the majority valueωi in the i-th row 

should equal to vi.  

Case 2-1: Link ij is dormant and n is an odd number. The processor j receives λ1 from 

processor i in the first round and vij = λ1 in 2DMATj. Meanwhile, the value v of 

processor i is broadcasted to all other processors. There are at most (n-d-3)/2 

malicious faulty links and d dormant links in the system. After the second round, 

processor j receives at least (d+1) λ2's and at least n-(d+1) - (n-d-3)/2 = 

(n-d+1)/2 v's in the i-th row of 2DMATj , where d denotes the number of λ 

∈{λ1,λ2}which is eliminated during the voting for a majority. Hence, there are 

n-(d+1) non-λ's and at least (n-d+1)/2 (larger than [n-(d+1)+1]/2 = (n-d)/2 

the majority required when n is odd) v's in the i-th row. Therefore, the majority 

value in the i-th row should equal to v.  

Case 2-2: Link ij is dormant and n is an even number. The processor j receives λ 1 from 

the processor i in the first round and vij = λ1 in 2DMATj. Meanwhile, the value v of 
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processor i is broadcast to the other processors. There are at most (n-d-3)/2 -1 

malicious faulty links and d dormant links in the system as if d ≥ 1 and n is even. 

After the second round, processor j receives at least (d+1) λ's and at least n-(d+1) - 

[(n-d-3)/2 -1] = (n-d+1)/2 +1 v's in the i-th row of 2DMATj , where d 

represents the number of λ ∈{λ1,λ2}which is eliminated during the voting for a 

majority. Hence, there are n-(d+1) non-λ's and at least (n-d+1)/2 +1 (larger than 

[n-(d+1)+1]/2 = (n-d)/2 the majority required when n is even) v's in the i-th 

row. Therefore, the majority value in the i-th row should equal to vi. 

 

Lemma 2: If the initial value of processor i is v, then the majority valueωωωωi = VOTE (vi1, 

vi2,…,vin) at the i-th row of processor j’s 2DMATj, 1≤≤≤≤ i, j ≤≤≤≤ n, should be v 

regardless of the healthy condition of link ij. 

Proof: By Lemma 1, when link ij is perfect or dormant, the majority value of the i-th row 

in processor j is v, for 1≤ i,j ≤ n. When link ij is under the influence of a malicious 

fault, we consider the following two cases after running the first round. 

Case 1: vij = v 

Since there are at most (n-d-3)/2 malicious faulty links connected to 

processor j, at most (n-d-3)/2 values that may be ¬v in the second round. 

The number of v’s is [(n-d)-(n-d-3)/2] = (n-d+3)/2 in the i-th row where 

d denotes the number of λ∈{λ1,λ2} which is eliminated during the voting 

for a majority. Therefore, the majority of the i-th row in MATj is vi. 

Case 2: vij = ¬¬¬¬v 

There are at most (n-d-3)/2 malicious faulty links. Therefore, in the 

second round, the total number of ¬v's does not exceed (n-d-3)/2 +1 = 
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(n-d-1)/2 and the number of v's is at least (n-d-1)- (n-d+1)/2 = 

(n-d-1)/2. If n-d is an even number, then (n-d-1)/2 = (n-d-1)/2, the 

majority of the i-th row in 2DMATj cannot be determined. By the 

definition of VOTE, the majority shall be ¬ vij = v. Hence, the majority of 

the i-th row in 2DMATj is v. 

 

Corollary 1: For all fault-free processors, their value ωωωωi shall be equal to the initial 

value of processor i respectively for all i as if m ≤≤≤≤ (n-d-3)/2. 

Proof: By Lemma 2, if the initial value of processor i is v, then the majority valueωi = VOTE 

[vi1, vi2,…,vin] at the i-th row of 2DMATj, 1≤ i, j ≤ n, always be v regardless of the 

healthy condition of link ij. The Corollary 1 is proved. 

 

Corollary 2:For all fault-free processors, their value ωωωωjk shall be equal to the value vj 

which is received from processor j after the first round of message exchange 

by processor k for 1≤≤≤≤ j, k ≤≤≤≤ n as if m ≤≤≤≤ (n-d-3)/2. 

Proof: By Corollary 1, every processor uses a value v to start the protocol and to make the 

valueωi equal to the initial value v of processor i respectively for all i. The initial 

value is the value before starting the first round. At the second round, each 

processor uses n values v1, v2, …, vn to initiate the protocol simultaneously. That 

means the second round can be treated as n times running the first round of 

message exchange, and the initial value v for each processor is replaced by v1, 

v2,…,vn, respectively. Using the same reasons for Corollary 1, the value ωjk shall 

be equal to the value vj which is received from processor k respectively for 1≤ j, k 

≤ n as if m ≤ (n-d-3)/2. 
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Corollary 3: For all fault-free processors, their values ωωωωjkl shall be equal to the values 

vjk which are received from processor k after the second round of message 

exchange by processor l for 1≤≤≤≤ j, k, l ≤≤≤≤ n, as if m ≤≤≤≤ (n-d-3)/2. 

 

Theorem 1: At the phase of interactive consistency, the protocol PFDA can make all 

fault-free processors reach an interactive consistency as if m ≤≤≤≤ (n-d-3)/2. 

Proof: 

(1) Consistency: If a fault-free processor computes a vector [v1, …, vi, …, vn], then all 

fault-free processors compute the same vector.  

Using Corollary 1, all fault-free processors compute and treat the same valueωi to 

be the initial value of processor i respectively for all i as if m ≤ (n-d-3)/2 after two 

rounds of message exchange. Using the protocol PFDA, all fault-free processors agree on 

the vector V = [v1, …, vi, …, vn] = [ω1 ,…, ωi ,…, ωn ], then all fault-free processors 

compute the same vector due to every ωi computed by every fault-free processor is the 

same. 

(2) Validity: If processor i is fault-free and its initial value is v, then the i-th element to be 

agreed on in the common vector V should be v. 

Using Corollary 1, for all fault-free processors, their value ωi shall equal to the 

initial value v of processor i respectively for all i as if m ≤ (n-d-3)/2. Because the value 

ωi is the i-th element of the vector [ω1 ,…, ωi ,…, ωn ] which is agreed upon by all 

fault-free processors, and then if the initial value of the i-th processor is v, then the i-th 

element ωi to be agreed on in the common vector V should be v. 

 

 



  17 

Lemma 3: All faulty links malfunctioned during the first round of interactive 

consistency phase should be detected/located by all fault-free processors. 

Proof: Using Corollary 1, the value ωi of [ω1 ,…, ωi ,…, ωn ] is the initial value of 

processor i respectively for every fault-free processor i as if m ≤ (n-d-3)/2. Using Corollary 

2, the value ωik shall be equal to the value received from processor i after the first round of 

message exchanges by processor k for 1≤ j, k ≤ n, so, if ωkj = λ implies that the messages 

received during the first round are influenced by faulty links, and the only link that the 

message passed through was ki. The protocol concluded that the link ki is a dormant failure is 

correct. On the other hand, if ωkj≠λ  but ωkj≠ωk , it implies that the value is different 

from the message transferred before and after the first round. The only reason is that the link 

the message passed through is a malicious failure. So, all of the faulty links that 

malfunctioned during the first round of message exchanges were detected and located by the 

protocol PFDA correctly. 

 

Lemma 4: All faulty links that malfunctioned during the second round of interactive 

consistency phase can be detected/located by all fault-free processors. 

Proof: Using a reason similar to Lemma 3, the protocol can compare the values exchanged 

after and before the second round of message exchange to determine if the 

message is influenced by faulty links. If ωjkl = λ and both the links jk and kl are 

not found to be failure, that implies that the messages received during the second 

round is influenced by a dormant faulty link, and the only link that the message 

passed through during the second round was kl. The protocol concluded that the 

link kl is a dormant failure is correct. On the other hand, if ωki≠λ  but ωki≠

ωk , it implies that the value is different from the message transferred before and 
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after the first round. The only reason is that the link the message passed through 

is a malicious failure. So, all of the faulty links that malfunctioned during the first 

round of message exchanges were detected and located by the protocol PFDA 

correctly.  

 

Theorem 2: PFDA can make all fault-free processors detect/locate a common set of 

faulty components if the components failed during the interactive 

consistency determination process. 

Proof: Using Lemma 3 and Lemma 4, Theorem 2 has been proved.  

 

Theorem 3: PFDA can solve the FDA problem. 

Proof: (Agreement): Using Theorem 2, the constraint can be meet by protocol PFDA. 

(Fairness):  A faulty component will falsify a message at least during the first or the 

second round, that will emerge as the results ofωjk andωjkl for all j,k,l. That 

means the faulty components will be detected as fault-free by any fault-free 

processor through comparing ω j, ω jk and ω jkl. On the other hand, if a 

fault-free component is falsely detected as faulty by any fault-free processor, that 

means the related ωj, ωjk and ωjkl are different from the original value of the 

fault-free component. This contradicts the definition of a fault-free component.  

 

4. Conclusion 

 Most previous works addressing the Byzantine Agreement problem make all fault-free 

processors reach an agreement without detecting or locating any faults. In some cases, the 

protocol should know that faulty components exist in the network in order to maintain high 

performance and integrity. The proposed protocol not only makes all fault-free processors 
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reach an interactive consistency on the initial value of each fault-free processor, but also 

makes all fault-free processors determine common set of faulty components.. With this 

common set of faulty components, the system can be reconfigured to perform parallel 

processing at greater speed. Hsiao (Hsiao et, 2000) can solve FDA problem in nonregular 

network with processors under dual fault model. In this study, the proposed protocol can 

tolerate/detect/locate the maximum number of faulty links even if these links failed in a 

hybrid failure model, in which both dormant and malicious faults exist simultaneously in a 

fully connected network. Since any practical network can be treated as a fully connected 

network as if the connection missed between any pair of processors is viewed as a dormant 

fault or broken links. Then, our protocol can solve the FDA problem in practical network. The 

proposed protocol can also be easily proved to be an optimum solution to reach FDA by using 

four rounds of message exchanges to tolerate/detect/locate d dormant fault links and m 

malicious faulty links in an n-processor network, where m ≤ (n-d-3)/2. In general, both the 

processors and links of a fully connected network could be faulty. A faulty processor’s 

behavior can influence the other processors. A faulty link’s behavior only influences the two 

adjacent processors. The diagnosis for processors and links failure is more complex and more 

practical than a processor or a link failure case. The proposed protocol can help to solve the 

general case. 

In summary, the faulty link case was solved using PFDA. Cases involving processor/link 

failure will be studied in the near future. Currently, the amount of messages interchanged is 

huge. We will attempt to determine another method to reduce the number of the messages 

interchanged. To reach FDA, the proposed protocol uses the concept of assuring interactive 

consistency. Is it possible to speed the computation using a random or approximation 

approach to solve FDA? This is also a very interesting problem. 
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