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Abstract 

The reliability of the distributed system has always been an important topic of research. Byzantine 

Agreement (BA) protocol, which allows the fault-free processors to agree on a common value, is one of the most 

fundamental problems studied in a distributed system. In previous works, the problem was visited in a fully 

connected network or an un-fully connected network with fallible processors. In this paper, the BA problem is 

re-examined in a group-oriented network, which has the feature of grouping, and the network topology does not 

have to be fully connected. We also enlarge the fault tolerant capability by allowing dormant faults and 

malicious faults (also called as the dual failure mode) to exist in a group-oriented network simultaneously. The 

proposed protocol is more efficient than the traditional BA protocols and can tolerate the maximum number of 

tolerable faulty processors. 

Keywords: Byzantine agreement, distributed system, fault tolerant, dual failure mode, and group-oriented 

network. 

 

1. Introduction 
In order to provide a reliable environment in a distributed system, we need a mechanism to allow 

a set of processors to agree on a common value [16]. The Byzantine Agreement (BA) problem is one 
of the most fundamental problems to reach a common value in a distributed system. In many cases of 
distributed data processing, a common agreement should be reached before executing some special 
tasks. Some examples of such applications are commitment problem in a distributed database system 
[13], the clock synchronization problem [1], and a landing task controlled by a flight path finding 
system [2]. The Byzantine Agreement problem was first proposed by Lamport, Shostak, and Pease [11]. 
Their concern was how to create a consensus among a number of independent processors, when some 
of those processors might be faulty, deadlocked, or fail to send correct messages. The formal definition 
of the BA problem goes as follows: 1) there are n processors (n≥4), of which at most one-third of the 
total number of processors could fail; 2) the processors communicate with each other through message 
exchange; 3) the message’s sender is always identifiable by the receiver; and 4) a processor is chosen 
as a source, and its initial value vs is transmitted to other processors for executing the protocol. 

Based on these assumptions, the BA requirement can be satisfied when the following constraints 
are met: 
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(Agreement): All fault-free processors agree on a common value. 

(Validity): If the source processor is fault-free, then all fault-free processors agree on the 
initial value sends by the source processor 

Under such assumptions, several protocols [1-3,5-8,10,11,13-15,17-20] have been proposed for 
solving the BA problem. In Lamport et al.’s protocol [11], t +1 rounds of message exchange are 
required to reach a common agreement in a synchronous fully connected network with n processors, of 

which at most t(≤(n-1)/3) processors are subjected to malicious (also called as arbitrary) fault. 
Lamport et al. has also proved that the solution is impossible if the number of faulty processors 
exceeds one-third of the total number of processors in the network. Further, Fischer and Lynch [7] 
pointed out that t +1 rounds are the minimum number of rounds to get enough messages to achieve 
BA. 

However, most of the distributed computing systems would not be fully connected, and the faulty 
types of the fallible components would not be the malicious fault only. The symptoms of processor 
failure can be classified into two categories [12], and they are dormant faults and the malicious faults. 
Dormant faults include crashes fault and omissions. A crash fault is where the processor is broken. An 
omission fault is where the processor fails to transmit or receive a message on time or at all. In the 
case of a malicious fault (also called as the Byzantine fault or the arbitrary fault), the behavior of a 
faulty processor is unpredictable and arbitrary. In the synchronous system, a fault-free can detect the 
dormant faults by time-out mechanism [16] or encodes a transmitted message in either the 
Non-Return-to-Zero code or the Manchester code before transmission [9]. Therefore, Meyer and 
Pradhan [12] proposed an optimal protocol (in terms of the number of faulty processors allowed) to 
solve the BA problem with dual failure mode (both dormant faults and malicious faults can happen 
simultaneously) on the fallible processors in a synchronous un-fully connected network. 

In practice, most of the network structures of nowadays have the feature of grouping (also called 
as the group-oriented network). For example, in a distributed system, there are many mainframes, and 
each mainframe has different number of processors. The group-oriented network has the following 
features: 
(1) Grouping: A local bus links the group processors. The number of groups (denoted as g) may be 

varied in the system, say 1≤g≤n, where n is the total number of processors in a group-oriented 
network. 

(2) Group member: The number of processors µi  in group i is not necessary to be equal for every 
group but can be different from each other, and µ1+ µ2+……µg = n where 1≤µi≤n.  

(3) Connectivity: It allows the group-oriented network a bounded connectivity c, where c is a constant 
and 1≤c≤g-1. Each group communicates with each other through the communication media.  

In Figure 1, we show network structures of fully connected network, un-fully connected network 
and group-oriented network. We find that fully connected network and un-fully connected network are 
both special cases of group-oriented network. In Figure 1(a), there is a 5-processor fully connected 
network model; it can be seen as five groups in a group-oriented network model with the connectivity 
of each group being 4. Figure 1(b) is an un-fully connected network model. There is a 6-processor 
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un-fully connected network model; it can be seen as six groups in a group-oriented network model and 
the connectivity of the network is two. Figure 1(c) illustrates a group-oriented network model with six 
groups, the number of processors in each group is not bounded to be the same and the connectivity of 
the network is three. 
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Figure 1. Examples of network model 
 
For this reason, we shall revisit the BA problem in a group-oriented network. The protocol 

designed to solve the BA problem in a group-oriented is called Group Oriented Agreement Protocol 
for processor (GOAPP). GOAPP enables each fault-free processor to reach a common agreement value 
for solving the BA problem. There are two phases in GOAPP, the message-exchange phase and the 
decision-making phase. In the message-exchange phase, we need a transmission protocol that called 
Relay Fault tolerance Channel for Processor (RFCP) to collect the message(s). The decision-making 
phase is used to compute a common agreement value for the BA problem. 

That is, we propose two protocols, which called the RFCp and GOAPP, to solve to the BA 
problem in fully connected network, un-fully connected network and group-oriented network with the 
minimum number of rounds of message exchange and tolerate the maximum number of tolerable 
faulty processors (both dormant faulty processors and malicious faulty processors). The rest of this 
paper is organized as follows. Section 2 describes the conditions for BA problem. Section 3 proposes 
the detailed descriptions of the proposed protocols RFCP and GOAPP. Section 4 proves the correctness 
and complexity of proposed protocols, and finally Section 5 gives the conclusion. 

 

2. The Conditions for BA Problem 

In order to solve the BA problem, the system model, the number of rounds of message exchange 
required and the number of tolerable faulty processors should be considered. 

2.1 System Model 

The BA problem is considered in a synchronous group-oriented with dual failure mode (both 
dormant faults and malicious faults) on fallible processors. An example of group-oriented network is 
shown in Figure 2. In a synchronous network, the bounds of delay for each fault-free component are 
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finite [8,9,16]. The assumptions and parameters of our protocols GOAPP and RFCP are listed as 
follows: 
1. The underlying network is synchronous. 
2. Each processor in the network can be identified uniquely. 
3. Let N be the set of all processors in the network and │N│= n, where n is the number of 

processors in the underlying network. 
4. The processors of the underlying network are assumed to be fallible. 
5. A processor that transmits messages is called a sender processor. 
6. There is only one source processor who transmits the message at the first round in the BA 

problem. 
7. Let G be the set of all groups in the network and │G│= g, where g is the number of groups in 

the underlying network and g≥4. 
8. Each group in the network can be identified uniquely. 

9. If there are at least µi /2 malicious faulty processors in Gi, then Gi will be the malicious faulty 
group. Here, Gi is the i-th group, and µi is the number of processors in Gi, 0≤i≤g. 

10. If there are at least µi/2 dormant faulty processors in Gi, then Gi will be the dormant faulty 
group. 

11. Let Gm be the maximum number of malicious faulty groups allowed. 
12. Let Gd be the maximum number of dormant faulty groups allowed. 
13. Let fm be the maximum number of malicious faulty processors. 
14. Let fd be the maximum number of dormant faulty processors. 
15. Let fp be the maximum number of faulty processors, where fp = fm + fd. 
16. Let c be the connectivity of the group-oriented network. 
17. The transmission protocol RFCp encodes a transmitted message in either the 

Non-Return-to-Zero code or the Manchester code before transmission. 
18. A processor does not know the faulty status of other processors. 
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Figure 2. An example of group-oriented network 
 

2.2 The Number of Rounds of Message Exchange Required by GOAPP 
The message-exchange phase is a time consuming phase; therefore, how to reduce the number of 

required rounds is the major concern in the design of an optimal protocol. The term “round” denotes 
the interval of message exchange between any pair of processors [7,11,12,17-20]. Fischer and Lynch 

[7] pointed out that t +1 (t≤(n-1)/3) rounds are the minimum number of rounds to get enough 
messages to achieve BA. The unit of Fischer and Lynch [7] is processor, but the unit of the 
group-oriented network is group. So that, the number of required rounds of message exchange in the 

group-oriented network is fg +1 (fg ≤(g-1)/3). The detailed description of the message-exchange 
phase will be presented in section 3.3.1. 

2.3 Constraints 
The number of faulty processors allowed in the network depends on the total number of 

processors and the connectivity of the network topology. For example, in Lamport et al. [11], the 
assumption of failure type of the fallible processor is malicious only, and the underlying network 
topology is the fully connected network. So, the constraint of Lamport et al. [11] is n > 3fm and c=n-1. 
In Meyer et al. [12], the assumption of failure types of the fallible processor are dual failure mode 
(both dormant fault and malicious fault), and the underlying network topology may not be fully 
connected. So, the constraint of Meyer et al. [12] is n > 3fm +fd and c>2fm + fd. However, Siu et al. [17] 

find that the correct constraint on number of processors required should be n>(n-1)/3+2fm+fd. 
Our protocol GOAPp is designed for the group-oriented network with fallible processors, the 

failure type assumption of the fallible processors is dual failure mode and the unit of the 
group-oriented network is group. Hence, the constraints of the GOAPp are as follows: 

 

(Constraint 1): g>(g-1)/3+2Gm+Gd. 
(Constraint 2): c>2Gm+ Gd. 
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Constraint 1 specifies the number of groups required; Due to the unit of the group-oriented 

network is group, so that an agreement can be achieved if g>(g-1)/3+2Gm+Gd. On the other hand, 
Constraint 2 specifies the required connectivity of the underlying network. The constraint with the 
connectivity of a group-oriented network is based on the number of malicious faulty groups Gm and 
the number of dormant faulty groups Gd. In addition, the total number of malicious faulty groups must 
be smaller than half of c-Gd. Hence, the constraint as to the connectivity of a group-oriented network is 
c>2Gm+ Gd. 

 

3. The Proposed Protocols 

In this section, the detailed descriptions of our proposed protocols Group Oriented Agreement 
Protocol for processor (GOAPP) and Relay Fault tolerance Channel for Processor (RFCP) are shown 
here. Noticeable, in the BA problem, the source processor only transmits the message in the first round 
of message exchange. Because if the source processor is a fault-free processor then the agreement 
value of the source processor is its initial value, if the source processor is a faulty processor then we do 
not care the agreement value of the source processor [10]. 

3.1 The Transmission Protocol: Relay Fault tolerance Channel for Processor (RFCP) 
In GOAPP, RFCP is used to transmit messages. RFCP can provide a virtual channel to help each 

processor to transmit messages to each other without influence from faulty inter-medium in an 
un-fully connected network. The idea of our transmission protocol RFCp comes from the concept of 
virtual link by Meyer and Pradhan [12], which is a way to make an un-fully connected network work 
just like a fully connected network. The definition of our RFCP is shown in Figure 4. The function of 
RFCp is shown as follows: 

3.1.1 RFCp can let an un-fully connected network work just like a fully connected network 
In general, each processor has the common knowledge of graphic information of the underlying 

network, and there are at least c disjoint paths between sender processor and destination processor if 
the connectivity of the network is c [4]. Therefore, each processor in the network can transmit its 
message(s) to other processors through the relay processor (the processor between the sender 
processor and destination processor). That is, virtual link can let an un-fully connected network work 
just like a fully connected network by relay. 

3.1.2 RFCp can remove the influence from faulty inter-medium 
The message(s) from the dormant faulty processor can be detected by fault-free processor if RFCp 

encodes a transmitted message in either the Non-Return-to-Zero code or the Manchester code before 
transmission [9]. And, we can remove the influences from the malicious faulty processors between any 
pairs of sender processors and destination processors in each round of message exchange if c>2Gm+ 
Gd. The reason is that the fault-free sender processor sends c copies of a message to fault-free 
destination processors. In the worst case, a fault-free destination processor can receive c-Gd messages 
transmitted by the fault-free sender processor. So that, a fault-free destination processor can decide 
which the correct messages are by taking the majority value. 
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3.1.3 RFCp can detect the sender processor is a dormant faulty processor or not 
Since the message(s) from dormant faulty processors can be detected, using the function VMAJ 

in the RFCp can detect the sender processor is a dormant faulty processor if the majority value of 

messages received from RFCp is λ0 and the number of value λ0 is greater than or equal to c-(g-1)/3 
then the sender processor is in dormant fault. The reason is that there are at most (g-1)/3 malicious 
faulty components in the network, hence there are at most (g-1)/3 non-λo values in the vector Vi. 
3.1.4 RFCp can detect the dormant faulty processors in the network 

In the protocol GOAPP, there are fg +1 rounds of message exchange, where fg ≤(g-1)/3 and g≥4, 
so there are at least two rounds of message exchange in the message-exchange phase. Each fault-free 
processor can receive the message from the source processor in the first round of message exchange, 
and receives other processors message(s) in the second round of message exchange. That is, without 
source processor, each processor can receive all other processors’ message(s) in the network after two 
rounds of message exchange. Due to RFCp can detect the sender processor is a dormant faulty 
processor or not. Therefore, each fault-free processor can detect the source processor is a dormant 
faulty processor or not in the first round of message exchange, and detect the other processors are 
dormant faulty processors or not in the second round of message exchange. 

3.1.5 RFCp can detect the sender processor is a asymmetric malicious faulty processor or not 
The asymmetric malicious faulty processor is that the processor sends different message to different 

receiver processor [12]. Using the function VMAJ in the RFCp can detect the sender processor is an 

asymmetric malicious faulty processor. If the majority value is not existed, that means the sender processor send 

different message to the destination processor through the inter-medium by RFCp. 

3.2 An example of executing RFCp 
An example of executing RFCP is shown in Figure 3. Figure 3(a) illustrates a 4-connectivity 

group-oriented network with six groups, and the number of processors in a group varies from one 
through three. Figure 3(b) illustrates the sender processor P3 in G1 using RFCP to transmit messages to 
destination group G3’s processors. There are four adjacent paths to G3, so G3’s processors can receive 
four values from sender processor P3. In Figure 3(b), four values can be acquired by P3 by using RFCP 
to transmit messages to G3 directly, and this path is named v1. By the same token, v25 goes through G2 
and G5 to G3,, v4 goes through G4 to G3,, and finally v6 goes through G6 to G3,. Processors P6 and P7 in 
G3 can receive the vector V3= [v1, v 25, v 4, v6] and take the function VMAJ on vector V3. 

The function VMAJ is shown in Figure 4. There are four cases in the function VMAJ. The case 1 
is used to detect the sender processor is a dormant faulty processor or not. The case 2 and case 3 are 
the usual case to output the correct messages from the sender processor that is not a dormant faulty 
processor and also not the asymmetric malicious faulty processor [12]. The case 4 is used to detect the 
sender processor is an asymmetric malicious faulty processor or not. 
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Figure 3. An example of RFCp 
 

Protocol RFCP 
Definition: 
 Each processor has the common knowledge of Graphic information Ĝ = (E,G), where G is the set of 

groups in the network and E is a set of group pairs (Gi,Gj) indicating a communication medium between 
group Gi and group Gj ,where 1 ≤ i,j ≤ n. 

 There are c (c>2Gm+ Gd) paths from sender processor to destination group. 
 The c disjoint paths between the sender processor to destination processor can be predefined [12] . 
 These c paths from sender processor to destination group are group-disjoint paths. 
 Each intermediate group on these c paths should not be passed through more than once [4] . 

Steps: 
1. The sender processor i (1≤ i ≤ n) transmits the value vi to the destination group through c group-disjoint 

paths. 
2. If the group-disjoint path from sender processor to destination group passes through any dormant faulty 

processor or if the sender processor has dormant faults, then replace λ0. 
3. The processors in the destination group take the majority value from the same group-disjoint paths and 

then construct the vector Vi = [vpath 1, vpath 2,…, vpath c-1,…, v path c] for c>2Gm+ Gd. 
4. The processors in the destination group apply VMAJ on vector Vi. 

Function VMAJ(vector Vi) 

 begin 
if the majority value is λ0 and the number of value λ0 is greater than or equal to c-(g-1)/3 
then output the value λ0        /* case 1*/ 
else begin 

count the non-λ0 value 
if the majority value is λi, where 1≤ i ≤fg

 

output the value λi     /*case 2*/ 
if the majority value is the non-λj value, where 0≤ j ≤fg, m∈{0,1} 

output the value m     /*case 3*/ 
if the majority value is not existed 

output the value λ0        /*case 4*/ 
end 

end. 

Figure 4. The proposed protocol RFCP 

 8



 

3.3 The BA Protocol Group Oriented Agreement Protocol for processor (GOAPP) 

There are two phases in our protocol GOAPP, and they are the message-exchange phase and the 

decision-making phase. The number of rounds required for running GOAPP is fg +1 (fg ≤(g-1)/3). 
And, GOAPP can tolerate Gm malicious faulty groups and Gd dormant faulty groups, where g 

>(g-1)/3+2Gm+ Gd and c>2Gm+ Gd. The definition of protocol GOAPP is shown in Figure 5. 

3.3.1 Message-Exchange Phase 

In the first round of message exchange (γ=1), the source processor transmits its initial value to 
each group’s processors by using RFCp, and then each receiver processor stores the value from RFCp 
in the roots of its mg-tree. The mg-tree is a tree structure that is used to store the received message (the 
detailed description of the mg-tree is presented in Appendix A). If the source processor is a dormant 
faulty processor then replaces the value “0” as the initial value from the source processor. After the 
first round of message exchange (γ>1), each processor without source processor uses RFCp to transmit 

the values at level γ-1 in its mg-tree to each group’s processors, if the value at level γ-1 is λi , then 
replace the value λi+1 as the transmitted value, where 0≤i ≤fg –1(The value λi is used to report the 
absent value.). At the end of each round, the receiver processor uses function RMAJ (Function RMAJ 
is shown in Figure 5) on it received VMAJ values which from the same group by RFCp to get a single 
value. In addition, each receiver processor stores the received messages (VMAJ values) and function 
RMAJ value in its mg-tree. 

3.3.2 Decision-Making Phase 
In the decision-making phase, each processor without source processor reorganizes its mg-tree 

into a corresponding ic-tree. The ic-tree is a tree structure that is used to store the received message 
without repeated group names (the detailed description of the ic-tree is presented in Appendix B). 
Then, using function VOTE on the root s of each processor’s ic-tree. The common value VOTE(s) is 

obtained. The function VOTE only counts the non-value λ0 (excluding the last level of the ic-tree) for 
all vertexes at the γ-th level of an ic-tree, where 1≤γ≤fg+1. The condition 1, condition 4, and condition 
5 in the function VOTE are similar to conventional majority vote [11]. The condition 2 is used to 
remove the influence of a malicious faulty processor. The condition 3 is used to solve the case of dual 
failure mode and describes the existence of an absentee. The detail descriptions of function VOTE is 
shown in Figure 5. 
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Protocol GOAPP (Source processor with initial value vs, where 1≤ s ≤ n)  
Compute the number of rounds required r: 
               γ= (g -1)/3+1 
Message Exchange Phase: 
If γ=1 then: 1) The source processor transmits its initial value vs to each group’s processors by using 

RFCP. 
2) Each receiver processor stores the value from RFCP in the root s of its mg-tree. 
3) If the initial value vs received from the source processor is “λ0”, then using the value “0” to 

replace the value “λ0”. 
For γ>1, do: 
 

1) Each processor without source processor uses RFCP to transmit the values at level γ-1 in its 
mg-tree to each group’s processors, if the value at level γ-1 is λi , then replace the value λi+1 
as the transmitted value, where 0≤i ≤fg –1. 

2) Each receiver processor applies RMAJ on it received messages from RFCP and stores the 
received messages from RFCp (VMAJ values) and RMAJ value in the corresponding 
vertices at level r of its mg-tree. 

Decision Making Phase: 
Step 1: Reorganizing the mg-tree into a corresponding ic-tree. 

(The vertices with repeated group names are deleted) 
Step 2: Using function VOTE on the root s of each processor’s ic-tree. Then the common value 

VOTE(s) is obtained. 
The function RMAJ(V)= 1. The majority value in the vector Vi = [v1, …, vµi -1, vµi], if it exists. 

2. A default value φ  is chosen, otherwise. 

Function VOTE(α) 
 begin 

if the α is a leaf 
then output the value α              /* condition 1*/ 
else begin 

if the number of value λ0 is 3*(fg-γ+1)+[(g-1) mod 3] 

output the value α            /* condition 2*/ 
if the majority value isλi, where 1≤ i ≤fg 

output the value λi-1               /* condition 3*/ 
if the majority value is the non-λj value, where 0≤ j ≤fg, m∈{0,1} 

output the majority value m    /* condition 4*/ 
if the majority value is not existed 

output the default value φ     /* condition 5*/ 
end 

end. 
The function VOTE only counts the non-value λ0 (excluding the last level of the ic-tree) for all vertexes at the 
γ-th level of an ic-tree, where 1≤ γ≤fg+1. 

Figure 5. The proposed protocol GOAPP 

 
3.3 An Example of Executing GOAPP and RFCp 

In this section, we give an example for executing our new protocol GOAPP. A group-oriented 
network is shown in Figure 2. There are twelve processors falling into eight groups. Ps and P1 belong 
to G1; P2 belongs to G2, P3 belongs to G3, P4 and P5 belong to G4, P6 belongs to G5, P7 belongs to G6, 

P8、P9 and P10 belong to G7, and P11 belongs to G8. There is no connection between G1 and G7, between 

G3 and G5, as well as between G6 and G8. The malicious faulty processors are PS, P9, and P10, and the 
dormant faulty processor is P6.  
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The worst case of the BA problem is that the source processor commits malicious faults. For 
example, suppose Ps is the source processor, which means Ps may transmit different values to different 
groups. In order to reach a common value among fault-free processors in our example, GOAPp needs 3 

((g -1)/3+1) rounds of message exchange.  

3.3.1 Message-Exchange Phase 
In the first round of the message exchange phase, the source processor Ps uses RFCp to transmit 

messages to other processors. The messages sent by the source processor Ps are shown in Figure 6(a). 
The message stored by each group’s fault-free processors in the first round of the message exchange 
phase is illustrated in Figure 6-2(b). In the γ-th (γ>1) round of message exchange, except for the 
source processor, each processor uses RFCp to transmit RMAJ values at the (γ-1)th level in its mg-tree 
to the others and itself. Then, each receiver processor applies RMAJ to its received messages from 
RFCp and stores the received messages (VMAJ values) and RMAJ values at the corresponding 
vertices at level r of its mg-tree. The mg-tree of fault-free processor P1 at the second and third round in 
the message exchange phase are shown in Figure 6-2(c) and Figure 6-2(d). 

3.3.2 Decision-Making Phase 
In the decision making phase, each fault-free processor turns its mg-tree into a corresponding 

ic-tree by deleting the vertices with duplicated names. An example ic-tree is illustrated in Figure 6-2(e). 
Finally, using the function VOTE to root the value s for each processor’s ic-tree (VOTE(s)= 
(VOTE(s1), VOTE(s2), VOTE(s3), VOTE(s4), VOTE(s5), VOTE(s6), VOTE(s7), VOTE(s8) ) =1), an 
agreement value 1 can be obtained, as shown in Figure 6(f). We can compare the root s value of 
fault-free processor in G1 in Figure 6(b), we can find that the root value of the fault-free processors in 
G1, is replaced by 1. That is, after executing the BA protocol GOAPp, all the fault-free processors can 
agree on a common value 1.  

 

 

 

 

(a) The messages sent from the source processor by 
RFCp 

(b)The mg-tree of each fault-free processor at 
the first round 

Figure 6. An example of executing GOAPP (Cont’d.) 
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(c)The mg-tree of fault-free processor P1 at the second round 
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(d)The final mg-tree of processor P1 after the message exchange 
phase (mg-tree with three levels) 

(e)The ic-tree of processor P1 

Figure 6. An example of executing GOAPP (Cont’d.) 
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◆ (VOTE(s1)= (VOTE(s12), VOTE(s13), VOTE(s14), VOTE(s15), VOTE(s16), VOTE(s17), VOTE(s18) )

     (VOTE(s1) = 0,0,0,    ,0,1,0) = 0                                                  by the condition 4 in the function VOTE

◆ (VOTE(s2)= (VOTE(s21), VOTE(s23), VOTE(s24), VOTE(s25), VOTE(s26), VOTE(s27), VOTE(s28) )

     (VOTE(s2) = 0,0,0    ,0,0,0) = 0                                                   by the condition 4 in the function VOTE

◆ (VOTE(s3)= (VOTE(s31), VOTE(s32), VOTE(s34), VOTE(s35), VOTE(s36), VOTE(s37), VOTE(s38) )

     (VOTE(s3) = 1,1,1,    ,1,0,1) = 1                                                  by the condition 4 in the function VOTE

◆ (VOTE(s4)= (VOTE(s41), VOTE(s42), VOTE(s43), VOTE(s45), VOTE(s46), VOTE(s47), VOTE(s48) )

     (VOTE(s4) = 1,1,1,     ,1,0,1) = 1                                                 by the condition 4 in the function VOTE

◆ (VOTE(s5)= (VOTE(s51), VOTE(s52), VOTE(s53), VOTE(s54), VOTE(s56), VOTE(s57), VOTE(s58) )

     (VOTE(s5) =     ,    ,    ,    ,    ,    , 0 ,   ,) =                                    by the condition 3 in the function VOTE

◆ (VOTE(s6)= (VOTE(s61), VOTE(s62), VOTE(s63), VOTE(s64), VOTE(s65), VOTE(s67), VOTE(s68) )

     (VOTE(s6) =1,1,1,1,    ,1,1) =1                                          by the condition 4 in the function VOTE

◆ (VOTE(s7)= (VOTE(s71), VOTE(s72), VOTE(s73), VOTE(s74), VOTE(s75), VOTE(s76), VOTE(s78) )
  
     (VOTE(s7) = 0,1,0,1,    ,0,1) =                                                     by the condition 5 in the function VOTE

◆ (VOTE(s8)= (VOTE(s81), VOTE(s82), VOTE(s83), VOTE(s84), VOTE(s85), VOTE(s86), VOTE(s87) )

     (VOTE(s8) = 1,1,1,1,    ,1,1) = 1                                                  by the condition 4 in the function VOTE

■ (VOTE(s)= (VOTE(s1), VOTE(s2), VOTE(s3), VOTE(s4), VOTE(s5), VOTE(s6), VOTE(s7), VOTE(s8) )

     (VOTE(s) =0,0,1,1,    ,1,    ,1) = 1                                                by the condition 4 in the function VOTE

0λ

0λ

0λ

0λ

1λ 1λ 1λ 1λ 1λ 1λ 1λ 0λ

0λ

0λ

0λ

0λ

φ

φ

 
(f) The common value VOTE(s) by fault-free processor P1 

Figure 6. An example of executing GOAPP 
 

4. The Correctness and Complexity of GOAPP and RFCp 
The following lemmas and theorems are used to prove the correctness and complexity of protocol 

GOAPP. 

Correctness of GOAPP and RFCp 
A BA protocol is to make all the fault-free processors reach a common value. To prove a 

protocol’s correctness, a vertex α is called common [2] if each fault-free processor has the same value 
for α. That is, if vertex α is common, then the value stored in vertex α of each fault-free processor’s 
mg-tree or ic-tree is identical. When each fault-free processor has a common initial value of the source 
processor in the root of an ic-tree, if root s of an ic-tree in a fault-free processor is common and the 
initial value received from the source processor is stored in the root of the tree structure, then an 
agreement can be reached since the root is common. Thus the constraints, (Agreement) and (Validity), 
can be rewritten as: 

(Agreement’): Root s is common, and 
(Validity’):   VOTE(s)=vs for each fault-free processor, if the source processor is fault-free. 
To prove a vertex is common, the term common frontier [2] is defined as follows: When every 

root-to-leaf path of the tree (an mg-tree or an ic-tree) contains a common vertex, the collection of the 
common vertices forms a common frontier. In other words, every fault-free processor has the same 
messages collected in the common frontier if a common frontier does exist in a fault-free processor’s 
tree structure (ms-tree or ic-tree); subsequently, using the same majority voting function to compute 
the root value of the tree structure, every fault-free processor can compute the same root value because 
the same input (the same collected messages in the common frontier) and the same computing 
function will give the same output (the root value). 
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Since GOAPP can solve the BA problem, the correctness of GOAPP should be examined by the 
following two terms. 

(1). Correct vertex: Vertex αi of a tree is a correct vertex if group Gi (the last group name in vertex 
αi’s group name list) is fault-free. In other words, a correct vertex is a place to store the value 
received from a fault-free processor. 

(2). True value: For a correct vertex αi in the tree of a fault-free processor in the fault-free group Gj, 
val(αi) is the true value of vertex αi. In other words, the stored value is called the true value. 
By the definition of a correct vertex, the stored value is received from the processors in a 

fault-free group, and a fault-free group always transmits the same value to all processors; therefore, 
the correct vertices of such an mg-tree are common. After reorganizing the mg-tree into a 
corresponding ic-tree by deleting the vertices with repeated group names, the values stored in the 
correct vertices of an ic-tree shall be the same; namely, all correct vertices of an ic-tree are also 
identical with each other. By the definition of the correct vertex, the common frontier does exist in the 
ic-tree. Thus, the root can be proven to be a common vertex [(Agreement’) is true] due to the existence 
of a common frontier, regardless of the correctness of a source processor. Hence, an agreement of the 
root value is reached. Next, we will check the validity of (Validity’). When the source processor is 
failed, (Validity’) is true due to the propositional logic that [(P Q)] means (NOT(P) OR Q), hence 
(NOT(P) OR Q) or (P Q) is true when P is false, where P implies “the source processor is fault-free” 
and (P Q) implies (Validity’s)]. Conversely, root s is a correct vertex by the definition of a correct 
vertex if the source processor is fault-free. If all correct vertices’ true value can be computed by 
GOAPP, then the true value of the root can be computed because the root is a correct vertex. By 
definition, the true value of the root is the initial value of the source processor if the source processor 
is fault-free. In short, each fault-free processor’s root value is the initial value of the source processor 
if the source processor is fault-free, then (Validity’) is true when the source processor is fault-free. 
Since (Agreement’) and (Validity’) are both true no matter whither the source processor is fault-free or 
failed, the BA problem is solved. 

 

Lemma 1: The message(s) through dormant faulty components can be detected by fault-free 
destination processor. 
Proof: The fault-free destination processor can detect the message(s) from dormant faulty 

components if the protocol appropriately encodes a transmitted message by using either the 
Non-Return-to-Zero code or the Manchester code [9] before transmission.  

 
Theorem 1: The destination processor can receive messages without influences from faulty 
components between the sender processor by RFCp in each round if c>2Gm+ Gd. 
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Proof: By Lemma 1, we can remove the influences by the dormant faulty components between any 
pair of processors in each round of message exchange, and we can rule out the influences by 
the malicious faulty components between any pairs of processors in each round of message 
exchange if c>2Gm+ Gd. The reason is that the fault-free sender processor sends c copies of a 
message to fault-free destination processors. In the worst case, a fault-free destination 
processor can receive c-Gd messages transmitted by the fault-free sender processor. Due to the 
message(s) from dormant faulty components can be detected; in addition, we also have c-Gd

>2Gm. Therefore, a fault-free destination processor can decide which the correct messages are 
by taking the majority value.  
 

Lemma 2: The fault-free destination processor can detect the dormant faulty sender processor 
by RFCp. 
Proof: If the number of value λ0 is greater than or equal to c-(g-1)/3 then the sender processor is in 

dormant fault. The reason is that there are at most (g-1)/3 malicious faulty components in 
the network, hence there are at most (g-1)/3 non-λo value in the vector Vi.  
 

Theorem 2: The fault-free processor can detect the dormant faulty processor in the network. 
Proof: In the protocol GOAPP, there are fg +1 rounds of message exchange, where fg ≤(g-1)/3 and 

g≥4, so there are at least two rounds of message exchange in the message-exchange phase. 
Each fault-free processor can receive the message from the source processor in the first round 
of message exchange, and receives other processors message(s) in the second round of 
message exchange. Without source processor, each processor can receive all other processors’
message(s) in the network after two rounds of message exchange. According to the Lemma 2, 
each fault-free processor can detect the dormant faulty processor in the network.  
 

Lemma 3: All correct vertices of an ic-tree are common. 
Proof: After reorganization, no repeatable vertices are in an ic-tree. At the level fg +1 or above, the 

correct vertex α has at least 2fg +1 children in which at least fg +1 children are correct. The 
true value of these fg +1 correct vertices is in common, and the majority value of vertex α is 
common. The correct vertex α is common in the ic-tree, if the level of α is less then fg +1. As 
a result, all correct vertices of the ic-tree are common.  
 

Lemma 4: The common frontier exists in the ic-tree. 
Proof: There are fg +1 vertices along each root-to-leaf path of an ic-tree in which the root is labeled 

by the source name, and the others are labeled by a sequence of group names. Since at most fg

groups can be failed, there are at least one vertex is correct along each root-to-leaf path of the 
ic-tree. By Lemma 3, the correct vertex is common, and the common frontier exists in each 
fault-free processor’s ic-tree.  
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Lemma 5: Let α be a vertex, α is common if there is a common frontier in the subtree rooted at 
α. 
Proof: If the height of α is 0, and the common frontier (α itself) exists, then α is common. If the 

height of α is r, the children of α are all in common by using induction hypothesis with the 
height of the children at r-1, then the vertex α is common.  
 

Corollary 1: The root is common if the common frontier exists in the ic-tree. 
 
Theorem 3: The root of a fault-free processor’s ic-tree is common. 
Proof: By Lemma 3, Lemma 4, Lemma 5 and Corollary 1, the theorem is proved.  

 
Theorem 4: Protocol GOAPP solves the BA problem in a group-oriented network. 
Proof: To prove the theorem, it has to show that GOAPP meets the constraints (Agreement’) and 

(Validity’) 
(Agreement’): Root s is common. 
By Theorem 3, (Agreement’) is satisfied. 
(Validity’): VOTE(s) = v for all fault-free processors, if the initial value of the source is vs

say v = vs 

Since most of processors are fault-free, they use RFCP to transmit the message to all 
others. The value of correct vertices for all fault-free processors’ mg-tree is v. When the 
mg-tree is reorganized to an ic-tree, the correct vertices still exist. As a result, each correct 
vertices of the ic-tree is common (Lemma 3), and its true value is v. By Theorem 3, this root is 
common. The computed value VOTE(s) = v is stored in the root for all fault-free processors. 
(Validity’) is satisfied.  

 
Complexity of GOAPP 

The complexity of GOAPP is judged in terms of 1) the minimal number of rounds and 2) the 
maximum number of allowable faulty components. 

Theorem 5: GOAPP requires fg +1 rounds to solve the BA problem with dual failure mode in a 

group-oriented network if g>(g-1)/3+2Gm+ Gd and c>2Gm+ Gd, where fg≤(g-1)/3, and fg +1 is the 
minimum number of rounds of message exchange.  
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Proof:  
 

Due to the message passing is required in the message exchange phase only. Thus, the 
message-exchange phase is a time consuming phase. Fischer and Lynch [7] pointed out that t

+1 (t≤(n-1)/3) rounds are the minimum number of rounds to get enough messages to achieve 
BA. The unit of Fischer and Lynch [7] is processor, but the unit of the group-oriented network 
is group. So that, the number of required rounds of message exchange in the group-oriented 

network is fg +1 (fg ≤(g-1)/3). Thus GOAPP requires fg +1 rounds and this number is the 

minimum.  
 

Theorem 6: The total number of allowable faulty components by GOAPP is Gm malicious faulty 

groups and Gd dormant faulty groups, where g>(g-1)/3+2Gm+ Gd and c>2Gm+ Gd.  
Proof:  
 

In Siu et al. [17] indicates the constraints of BA problem for processor faults only is n>
(n-1)/3+2fm+ fd, c>2 fm + fd and the unit of Siu et al. is processor. But, the unit of 
group-oriented network is group, so we can suppose a processor in Siu et al. as a group in 

group-oriented network. Therefore, n>(n-1)/3+2 fm + fd and c>2fm + fd in Siu et al. imply 
g>(g-1)/3+2Gm+Gd and c>2Gm+ Gd in group-oriented network. So the total number of 
allowable faulty components by GOAPP is Gm malicious faulty groups and Gd dormant faulty 

groups, which is maximum if g>(g-1)/3+2Gm+ Gd and c>2Gm+ Gd.  
 

Theorem 7: The number of allowable faulty processors fp (fp = fm + fd) is the maximum.  
Proof:  
 

For a group, each fault-free processor agrees on a value, which is dominated by most of
processors. If the number of faulty processors exceeds 1/2 in the group, it is a faulty group; 
otherwise, it is a fault-free group. We discuss the two condition of the fault tolerance - the best 
case and the worst case. The best case means that there is the maximum number of faulty 
processors in a group-oriented network and no more faulty processor can be increased, the 
worst case means that if we increase a faulty processor in any non-faulty group will let the 
non-faulty group be a faulty group. 

In the best case, we discuss the fault tolerance of malicious fault and fault tolerance of 
dormant fault. 

[Case B1]: First, we discuss the fault tolerance of malicious faults in the best case. Let µ max-j 

be the number of processors in the j-th maximum group and µ min-j be the number 
of processors in the j-th minimum group. If there are no dormant faulty 
processors, then the number of malicious faulty processors will be the maximum. 
That is, the number of malicious faulty processors in malicious faulty groups is

(All the processors in the malicious faulty group are failed). An 

additional number of malicious faulty processors  has no 

influence to the system, and no malicious faulty processor can be increased,
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because if we increase a malicious faulty processor will increase a malicious 

faulty group, that violates the assumption g>(g-1)/3+2Gm+ Gd. As a result, the 
number of allowable malicious faulty processors, say 

is the maximum number of allowable 

malicious faulty processors in the best case. 
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[Case B2]: Next, we discuss the fault tolerance of dormant faults in the best case.  
If there are no malicious faulty processors, then the number of dormant faulty 
processors will be the maximum. That is, the number of dormant faulty processors 

in dormant faulty groups is (All the processors in the dormant faulty 

group are failed). An additional number of dormant faulty 

∑
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m+ Gd. As a result, the number of allowable dormant faulty 

processors, say is the maximum number o−− jmax 2/)1µ( f 

allowable dormant faulty processors in the best case. 
 

In the worst case, we also discuss the fault tolerance of malicious fault and fault 
tolerance of dormant fault. 
[Case W1]: First, we discuss the fault tolerance of malicious faults in the worst case. 

If there are no dormant faulty processors, then the number of malicious faulty 
processors will be the maximum. The number of malicious faulty processors in 

malicious faulty groups is , because if the number of malicious 

faulty processors in the group exceeds then the group will be the 

malicious faulty group, so G
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the worst case. An additional number of malicious faulty processors 

 has no influence to the system, but if we increase a malicious 

faulty processor in the G
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violate the assumption that g> (g-1)/3+2Gm+Gd. As a result, the number of 
allowable malicious faulty processors, say 
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is the maximum number of allowable 

malicious faulty processors in the worst case. 

[Case W2]: Next, we discuss the fault tolerance of dormant faults in the worst case. 
If there are no malicious faulty processors, then the number of dormant faulty 
processors will be the maximum. The number of dormant faulty processors in 

dormant faulty groups is , because if the number of dormant faulty 

processors in the group exceeds  then the group will be the dormant 

faulty group, so G
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of allowable dormant faulty processors in the worst case. 
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According to the cases B1, B2, W1, and W2, the number of allowable faulty processors 

fp (fp = fm + fd) is the maximum.  
 

As a result, the GOAPP takes the minimum number of rounds and tolerates the maximum number 
of faulty processors to make all fault-free processors reach a common agreement. The optimality of 
the protocol is proven. 

 

5. Conclusion 
In this study, we revisit the BA problem in a group-oriented network with dual failure mode on 

fallible processor. Since fully connected network and un-fully connected network are also special 
cases of the group-oriented network. If the protocol can solve the BA problem in the group-oriented 
network, the protocol also can solve the BA problem in a fully connected network and an un-fully 
connected network. That is, GOAPP can solve the BA problem in a fully connected network, an 
un-fully connected network and group-oriented network with dual failure mode on fallible processor. 
On the other hands, the fallible components concerned in this paper are processors only. Actually, the 
transmission links are also fallible in practice [18,19]. The GOAPP should be improved to solve the 
BA problem in the case of both processors and transmission links fallible in near future. Table 1 shows 
the comparison of various protocols underlying different environments. The un-fully connected 
network of protocol Wang et al. [20] is a network in which no processor knows the topology of the 
network during the protocol running.  

 19



The performance of GOAPP is more efficient than previous results [11,12,17,20] when the 
group-oriented network is considered. For example, if there are 32 groups in a group-oriented network, 
each group has 4 processors, so the total number of the processors in the network is 128. The protocols 
proposed by Lamport et al. [11], Meyer et al. [12], Siu et al. [17] and Wang et al. [20] can meet the BA 

requirements, but all of them need 43 (=(n-1)/3+1=(128-1)/3+1) rounds of message exchange to 
reach an agreement. In the same situation, GOAPP merely needs 11 (=(g-1)/3+1 =(32-1)/3+1) 
rounds of message exchange to reach a common value. Table 2 compares the constraints of some 
protocols. 

The fault tolerance capability of GOAPP is also more powerful than previous results [11,12,17,20] 
when the group-oriented network is considered. Because GOAPP can tolerate Gm malicious faulty 

groups and Gd dormant faulty groups, where g>(g-1)/3+2Gm+Gd. If the number of 
malicious/dormant faulty processors exceeds 1/2 in the group, it is a malicious/dormant faulty group; 
otherwise, it is a fault-free group. Hence, the fault tolerance capability of GOAPp is more powerful 
than previous results. We also show the fault tolerance capability of GOAPP in Table 3, where the 
general case is the usual situation. The worst case occurs if we add a faulty processor to a non-faulty 
group Gmin-n, for the non-faulty group Gmin-n now becomes a faulty group; the best case occurs if the 
maximum number of faulty processors in a group-oriented network is reached and no more faulty 
processor can be added to it. 

Base on the preceding discussion, the protocol GOAPP has the following features. 
1. GOAPp can detect the dormant faulty processors by Lemma 1, Theorem 1, Lemma 2 and 

Theorem 2. 
2. GOAPP can reach a common agreement in a fully connected network, un-fully connected 

network and group-oriented network by Theorem 4. 
3. The number of rounds of message exchange is the minimum by Theorem 5, and GOAPP is 

more efficient than previous results as shown in Table 2. 
4. The fault tolerance capability of GOAPP is more powerful than previous results, and 

GOAPP can tolerate the maximum number of allowable faulty processors by Theorem 7 as 
shown in Table 3. 

That is, we have proposed a new protocol GOAPP and proven that it can solve the BA problem in 
the dual failure mode on processors in the group-oriented network. Moreover, GOAPP uses only fg +1 
rounds of message exchange and can tolerate the maximum number of allowable faulty processors to 
make all fault-free processors reach a common agreement. 

Table 1. The comparison of running various protocols   
Protocol Network Topology Fallible Components 

Fully Connected Un-Fully Connected Group-Oriented Processors Links
Lamport et al. [11] ◆   ◆   
Meyer et al. [12] ◆   ◆  
Siu et al. [17] ◆ ◆  ◆  
Wang et al. [18] ◆ ◆   ◆ 
Wang et al. [19] ◆ ◆   ◆ 
Wang et al. [20] ◆ ◆  ◆  
GOAPp ◆ ◆ ◆ ◆  
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Table 2. The constraints of various protocols 
Constraints Protocol The Number of Rounds of 

Message Exchange Connectivity The Number of Processor Required
Lamport et al. [11] t+1, t=(n-1)/3 c = n-1 n > 3fm 

Meyer et al. [12] t+1, t=(n-1)/3 c > 2fm+fd n > 3fm+fd 
Siu et al. [17] t+1, t=(n-1)/3 c > 2fm+fd n > (n-1)/3+2fm+fd 
Wang et al. [20] t+1, t=(n-1)/3 c > 2fm+fd n > 3fm+fd 
GOAPp fg+1, fg=(g-1)/3 c > 2Gm+Gd g>(g-1)/3+2Gm+Gd 

 

Table 3. The fault tolerance of GOAPP, (fp = fm + fd, where g> (g-1)/3+2Gm+ Gd) 

Case fm fd 

General case 
  ≤≤ mm fG 2/* minµ  

 2/)1(*)(* minmin −−−+ µµ dmm GGgG
  ≤≤ dd fG 2/* minµ  

 2/)1(*)(* minmin −−−+ µµ dmd GGgG  

Worst case 
−+∑ =

+−
=

− 2/)1(2/)(  
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1
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imf µµ

(if fd =0) 
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Best Case 
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=
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1
max 2/)1(  µµ  
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+=

−
=
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f

1
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1
max 2/)1( µµ  

 (if fm =0) 

Let µmin be the minimal number of processors in all groups. 

Let µmin-j be the number of processors in the j-th minimum group. 

Let µmax-j be the number of processors in the j-th maximum group. 
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Appendix 
A. The Message Gathering Tree (mg-tree) 

We show an mg-tree in Figure 6(c). Each fault-free processor maintains such an mg-tree during 
the execution of GOAPP. In the first round, source processor Ps uses RFCP to transmit its initial value 
to itself and other groups. We assume that each receiver processor can always identify the sender of a 
message. When a fault-free processor receives the message sent from the sender processor, it stores the 
received value, denoted as val(s), at the root of its mg-tree as shown in Figure 6(b). In the second 
round, each processor uses RFCP to transmit the root value of its mg-tree to itself and all the other 
groups. If processors in G1 send message val(s) to G2, then processors in G2 store the function RMAJ 
value of the received messages from group G1, denoted as val(s1), in vertex s1 of its mg-tree. 
Generally, message val(s1….g), stored in the vertex s1….g of an mg-tree, implies that the message 
just received was sent through the source processor, the processors of group G1,…, the processors of 
Gg; and the processors in Gg is the latest processors to pass the message. When a message is 
transmitted through a group more than once, the name of the group will also be repeated 
correspondingly. For instance, message val(s11), stored in vertex s11, indicates that the message is 
sent from s to the processors in G1, then to G1 again; therefore group name G1 appears twice in vertex 
name s11. 

In summary, the root of an mg-tree is always named s to denote that the stored message is sent 
from the source processor in the first round, and the vertex of an mg-tree is labeled by a list of group 
names. The group name list contains the names of the groups through which the stored message was 
transferred. 

B. The Information Collecting Tree (ic-tree) 
An ic-tree is reorganized from a corresponding mg-tree by removing the vertices with repeated 

group names in order to keep the influence from a faulty processor from repeating in an ic-tree. In 
Figure 6(d) and Figure 6(e), we show an example of how to reorganize an mg-tree into an ic-tree by 
deleting the repeated group names. 
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