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Abstract 

The Mobile Ad Hoc Network (MANET) has become more popular because the MANET 

is a self-organizing, self-configuring, and an instantly deployable multi-hop wireless network 

that responds to application needs without any fixed infrastructure. Moreover, the MANET is 

fault-tolerant and reliable. A mechanism is needed in the MANET that allows a set of nodes 

to agree on a common value. The distributed Byzantine Agreement (BA) problem is one of 

the most important issues in designing a fault-tolerant system. In many cases, reaching a 

common agreement among fault-free nodes in coping with the influence from faulty 

components is crucial in a fault-tolerant system. When a common agreement is achieved, all 

fault-free nodes in the system can produce stable results without any influence from the faulty 

components. In this study, the BA problem is visited in a MANET, in which the components 

are subject to a malicious fault. The proposed protocol can tolerate the maximum number of 

allowable faulty nodes using a minimum number of message exchange rounds. Each 

fault-free node can reach a common agreement value for the BA problem in a MANET. 
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1. Introduction 

In recent years, the Mobile Ad Hoc Network (MANET) has enjoyed an amazing rise in 

popularity. The MANET features are infrastructure less (no access point or base stations, no 

dedicated routers), automatic adaptation to changes in topology (nodes enter and leave the 

network freely, and are instantly mobile within the network), and quick deployment. For 

these reasons, potential MANET applications include military use (infrastructure could 

become a target, point of failure), search and rescue (prior establishment of the required 

networking infrastructure is impossible) and meetings or conferences (network lifetime does 

not merit the cost or time required to setup a network) [13]. 

There are three kinds of routing algorithms in a MANET, table-driven, on-demand, and 

hybrid routing [7]. The table-driven routing algorithm [7,8,14] involves all nodes trying to 

have complete knowledge of all paths to all other nodes in the MANET. The on-demand 

routing algorithm [9,14] involves paths being discovered only when they are required. The 

hybrid routing algorithm [7,11] involves a combination of the table-driven routing algorithm 

and on-demand routing algorithm. Any of the above strategies can help each node transmit a 
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message to the other nodes in the MANET. Under many circumstances, a fault-free processor 

in a distributed system can reach a common agreement before performing some special tasks. 

Examples include the two-phase commitment in a distributed database system, the 

whereabouts of a replicated file in a distributed environment, and a landing task controlled by 

a flight path finding system [18]. 

To achieve perfect reliability in the MANET, a mechanism that allows a set of nodes to 

reach a common agreement, even in the presence of faulty nodes, is needed. Such a 

unanimity problem was studied by Lamport [10], called the Byzantine Agreement problem 

(BA). The solution of this problem involves making all fault-free nodes in an n-node 

distributed system reach a common agreement. One node, called the source node, chooses an 

initial value to start with. The nodes communicate with each other by message exchanges. 

The desired protocol solves the BA problem if it satisfies the following constraints: 

 

(Agreement): All fault-free nodes agree on the same value; 

(Validity): If the source node is fault-free, then all fault-free nodes should agree on 

the initial value vs from the source node. 

 

Numerous achievements have been using the BA problem [2]. Unfortunately, all of the 

current protocols are used in static networks. These protocols cannot perform in a 

dynamically changing network. The classic BA problem is considered for a synchronous 

fixed network in which the boundaries on the processing and communication delays for the 

fault-free components are fine, and each node does not have mobility in a static network [5]. 

However, in the MANET, each node has mobility. The nodes may move away from or 

back to the MANET at any time. Therefore, some of the fault-free nodes (nodes that move 

away from the network in the message exchange phase and move back to the network in the 

decision-making phase) would not receive enough messages to reach a common agreement. 

This situation violates the BA problem requirement in which “each fault-free node” must 

reach a common agreement value. In this study, we will re-examine the BA problem in a 

MANET to provide fault-tolerance capability and reliable distributed computing. The 

protocol designed to reach Byzantine agreement in a MANET is called MAHAP (Mobile Ad 

Hoc Agreement Protocol). MAHAP makes fault-free nodes reach a common agreement using 

the minimum number of message exchanges and can tolerate a maximum number of faulty 

nodes. 

The rest of this paper is organized as follows. Section 2 gives the conditions for the BA 

problem. Section 3 proposes detailed descriptions of the proposed MAHAP. Section 4 gives 

an example of executing MAHAP. Section 5 proves the correctness of MAHAP. Section 6 

presents the conclusion. 
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2. The Conditions for BA problem 

To solve the BA problem, the fallible node failure types, the system model, the number 

of required message exchange rounds, and the constraints must be considered first. 

2.1 The Failure Type of a Fallible Node 

During protocol execution, a node is said to be fault-free if it follows the protocol 

specifications; otherwise, the node said to be faulty. There are two failure categories; the 

dormant fault and the malicious fault (also called the Byzantine fault or the arbitrary fault) 

[10]. The dormant node faults include crashes and omission. A crash fault occurs when a 

node is broken. An omission fault takes place when a node fails to transmit or receive a 

message on time or at all. The malicious fault is the most damaging failure because the 

behavior of a malicious faulty node is unpredictable and arbitrary. In short, a malicious faulty 

node may work in coordination with other faulty nodes to prevent other fault-free nodes from 

reaching a common agreement value. Therefore, the malicious fault is the most damaging 

failure type and causes the worst problem. If the BA problem can be solved under malicious 

fault conditions, the BA problem can be solved under other failure conditions. Hence, in this 

study, the proposed protocol will solve the BA problem with malicious faulty nodes. 

2.2 System Model 

Because MANET nodes are mobile, the nodes may move away from the MANET or return 

at any time. In our system, model a node that moves away from the MANET in the 

message-exchange phase is called an “away node.” A node that returns to the MANET before 

the decision-making phase is called a “return node.” 

The BA problem is considered in a MANET with fallible nodes and the fallible node 

type is the malicious fault. A MANET example is shown in Figure 1. The assumptions and 

parameters of the MAHAP protocols are listed as follows: 

� Each node in the MANET can be identified as unique. 

� Let N be the set of all nodes in the network and |N|= n, where n is the number of nodes 

in the underlying MANET, and n 4.≧  

� The nodes in the underlying MANET are assumed fallible. 

� A node that transmits messages is called the sender node. 

� There is only one source node that transmits a message in the first message exchange 

round in the BA problem. 

� Let fm be the maximum number of malicious faulty nodes. 

� Let fa be the maximum number of away nodes. 

� Each node can detect any node that moves away from the MANET. 

� A node does not know the fault status of other nodes. 

� Let vs be the initial value of the source. 

� Let t be the maximum number of allowed faulty nodes. 

� Let δ
i
 be the absent value in the i-th round of a message exchange. 
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Figure 1. An example of MANET 

 

2.3 The Number of Message Exchange Rounds Required by MAHAP 

In the BA problem, each node exchanges messages with all other nodes during the 

message exchange phase. Hence, the message-exchange phase is a time consuming phase. 

Therefore, reducing the number of required rounds is the major concern in designing an 

optimal protocol. The term “round” denotes the message exchange interval [4,5,10,16-20]. 

Fischer and Lynch pointed out that t +1 (t≦(n-1)/3) rounds are the minimum number of 

rounds to get enough messages to achieve BA [5]. The number of rounds required in the 

MANET is also t+1. A detailed description of the message-exchange phase will be presented 

in Section 3.1. 

2.4 Constraints 

The number of faulty nodes allowed in the network depends on the total number of 

nodes in the network and the node failure types. For example, in Lamport et al. [10], the 

assumption of node failure type was malicious in a fixed network. An additional constraint in 

Lamport et al. was n>3fm, where fm is the number of malicious faulty nodes [10]. 

In this paper, the MAHAP is designed for a MANET with malicious faulty nodes. 

Because MANET nodes are mobile and the away nodes can be detected by each node in the 

MANET, the constraint of MAHAP is n>3fm+fa. 

 

3. The Proposed Mobile Ad Hoc Agreement Protocol (MAHAP) 

The MAHAP protocol makes fault-free nodes agree on the value initiated by the source 

node. There are three phases in the MAHAP: the message-exchange phase, decision-making 

phase and the extension-agreement phase. In addition, the number of rounds required for 

executing MAHAP is t+1 (t≦(n-1)/3). MAHAP can tolerate fm malicious faulty nodes, and 

fa away nodes, where n>3fm+fa. The MAHAP is shown in Figure 2. To make it more easily be 

understood, a flow chart is given in Appendix I. 

 

: malicious faulty node 

: fault-free node 

Node s 

Node e 

Node f 

Node g 

Node c 

Node h 

Node d 

Node a Node b 
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3.1 Message-Exchange Phase 

The goal of the message-exchange phase is to collect the messages. In the BA problem, 

the source node only transmits a message in the first message exchange round. If the source 

node is a fault-free node, the source node value becomes the agreed initial value. If the source 

node is a faulty node, the value of the source node does not matter [10]. 

In the MANET, each node has partial or complete common knowledge of the graphic 

information for the underlying MANET (this depends on the routing protocols: table-driven, 

on-demand or hybrid). Each node can transmit message(s) to other nodes in the MANET 

directly or through intermediate nodes (relay nodes). To prevent message falsification by the 

relay nodes, the message is encrypted using encryption technology (such like RSA). Faulty 

relay nodes cannot falsify a message from a sender node to a receiver node. If no message is 

received from a sender node, the value δ
0
 is used

 
as the received message. The value δ

0
 is 

used to report an absent value. 

In the message-exchange phase, the number of rounds required γ must be computed, 

where γ=t+1, and t=(n-1)/3. In the first message exchange round of the message-exchange 

phase, the source node transmits its initial value vs using encryption technology to all other 

nodes. Each node then stores the value from the source node in the root s of its mg-tree. The 

mg-tree is a tree structure that is used to store received messages (a detailed description of the 

mg-tree is presented in Appendix II). If the initial value vs received from the source node is 

“δ
0
,” the value “0” is then used to replace the value “δ

0
.” After the first message exchange 

round (γ>1), each node but the source node transmits the values at level γ-1 in its mg-tree 

using encryption technology to all other nodes. If the value at level γ-1 is δ
i
, the value δ

i+1 
is 

used
 
as the transmitted value, where 1≤i≤(n-1)/3-1. Each node stores the values received at 

level γ in its mg-tree. 

3.2 Decision-Making Phase 

The goal of the decision-making phase is to compute a common agreement value for the 

BA problem. After the message-exchange phase, each node, except the source node, has its 

own mg-tree. Each node reorganizes its mg-tree into a corresponding ic-tree. The ic-tree is a 

tree structure that is used to store received messages without repeated node names (the 

detailed description of the ic-tree is presented in Appendix III). The VOTE function on each 

node’s ic-tree from the t+1 level to root s of the ic-tree obtains the agreement value VOTE(s). 

The agreement value VOTE(s) is transmitted to the return nodes. Conditions 1, 4, and 5 in the 

VOTE function are similar to the conventional majority vote [11]. Condition 2 is used to 

remove the influence from a malicious faulty node. Condition 3 is used to remove the 

influence from a no response node and presents the existence of an absentee. A formal 

description of the VOTE function is shown in below. 
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FUNCTION VOTE(αααα) 
begin 

if the α is a leaf 

then output the value α                /* condition 1*/ 

else begin 

if the number of value δ
0
 is 3*(t-γ+1)+[(n-1) mod 3]

 

output the value α             /* condition 2*/ 

if the majority value is δ
i
, where 1  ≦ i  ≦ (n -1)/3 

output the value δ
i-1            

    /* condition 3*/ 

if the majority value is the non-δ
j
 value, where 0  ≦ j ≦(n -1)/3, m∈{0,1} 

output the majority value m     /* condition 4*/ 

if the majority value does not exist 

output the default value φ      /* condition 5*/ 

end 

end. 

 

Moreover, the VOTE function only counts the non-value δ
0
 (excluding the last level of the 

ic-tree) for all vertexes at the γ-th level of an ic-tree, where 1  γ ≦ ≦t+1. 

 

3.3 Extension-Agreement Phase 

The goal of the extension-agreement phase is to allow return nodes reach a common 

agreement value VOTE(s) with other fault-free nodes. In the extension-agreement phase, 

each return node receives the agreement values of the other fault-free nodes. The VOTE 

function is used on the values received to obtain the agreement value. The return nodes can 

then obtain the same agreement value as the other fault-free nodes. The reason is that each 

fault-free node can reach a common agreement value if n>3fm+fa. Hence, there are at least 

n-(n-1-fa)/3-fa nodes that are fault-free and have the same agreement value. That is, in the 

worst case, a return node can receive n-(n-1-fa)/3-fa copies of the same value, which is 

larger than (n-1-fa)/3. A return node can then decide which agreement value to be used in 

the VOTE function. 

 

 

Protocol MAHAP 

Definitions: 

� For the “Table-driven” Ad Hoc routing protocols, each node has common knowledge of 

the entire graphic information G=(E,N), where N is the set of nodes in the network and 

E is a set of node pairs (Ni, Nj) indicating a physical link (the radio range is covered) 

between node Ni and node Nj, where 1 ≤ i,j ≤ n. 

� For the “On-demand” Ad Hoc routing protocols, each node has partial common 

knowledge of the graphic information G=(E,N). 
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� Each node can transmit a message to all other nodes in the MANET through either the 

“On-demand” or the “Table-driven” protocol. 

� Three node roles: sender node, relay node and receiver node, depending on the message 

flow. A message sent from a sender node to a receiver node may be passed through 

some inter-mediate (relay node). 

� A relay node cannot falsify a message from a sender node to a receiver node. This is 

achieved using encryption technology (such like RSA). 

� The return node, a node that moves away from the MANET in the message-exchange 

phase, and returns to the MANET before the decision-making phase. 

� Each node receives other nodes’ messages at each message exchange round. If no 

message is received, the value is replaced with δ
0
. 

Message-Exchange Phase: 

To compute the number of rounds required γ: γ=t+1, where t= (n-1)/3 

If γ=1, then: 

1. The source node transmits its initial value vs using encryption technology to all other 

nodes. 

2. Each node stores the value from the source node in the root s of its mg-tree. 

3. If the initial value vs from the source node is “δ
0
,” the value “0” is used to replace the 

“δ
0
” value. 

For γ > 1, do: 

1. Without a source node, each node transmits the values at level γ-1 in its mg-tree using 

encryption technology to all other nodes. If the value at level γ-1 is δ
i
, the value δ

i+1 
is 

replaced
 
as the transmitted value, where 1≤i≤(n-1)/3-1. 

2. Each node stores the values received at level γ of its mg-tree. 

Decision-Making Phase: 

Step 1: Turn the mg-tree into its corresponding ic-tree by deleting the vertices with repeated 

names. 

Step 2: Apply the VOTE function to the root s of each node’s ic-tree and obtain the 

agreement value VOTE(s). 

Step 3: Transmit the VOTE(s) to the return nodes if there is any return node in the MANET. 

Extension-Agreement Phase: (for the return node only) 

Step 1: Receive other nodes’ VOTE(s) values. 

Step 2: Apply the VOTE function to the received messages to obtain the agreement value. 

Figure 2. The proposed MAHAP protocol 
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4. An MAHAP Execution Example 

The worst BA problem case occurs when the source node is a malicious faulty node. If 

the BA problem can be solved in the worst case (the source node is a malicious faulty node), 

the BA problem can be solved in all other cases if n>3fm+fa. Therefore, in this section, an 

example of executing MAHAP in the worst case is given. 

The MANET example is shown in Figure 1. There are nine nodes in the network. The 

malicious faulty nodes are Nodes s and e. The source node is a malicious faulty node which 

means that Node s can transmit different values to different nodes. To reach a common 

agreement value from a fault-free node in our example, the MAHAP needs 3 ((9-1)/3+1) 

message exchange rounds.  

In the first round of message-exchange phase, the source node Node s transmits different 

messages to different nodes in the MANET. Therefore, the fault-free Node a receives the 

value “0” from the source node in the first message exchange round and stores the received 

message in the root s of its mg-tree, as shown in Figure 3(a). In the second round of 

message-exchange phase, Nodes b and f move away from the MANET. Fault-free Node a 

therefore cannot receive the message from Nodes b and f. An mg-tree example by Node a in 

the second message exchange round is shown in Figure 3(b). In addition, an mg-tree example 

of Node a in the third round is shown in Figure 3(c). 

In the decision-making phase, each fault-free node turns its mg-tree into the 

corresponding ic-tree by deleting the vertices with repeated names to avoid repeated 

influence from faulty nodes in an ic-tree. An example of an ic-tree by Node a is shown in 

Figure 3(d). Using the VOTE function in its ic-tree from the t+1 level of the ic-tree to the root 

s, an agreement value “1” can be obtained. An example using the VOTE function in Node a’s 

ic-tree from the t+1 level of the ic-tree to root s is shown in Figure 3(e). If there are any 

return nodes in the MANET, each fault-free node transmits its agreement value to the return 

nodes. 

In the extension-agreement phase, each return node receives the other nodes’ agreement 

values VOTE(s) using the VOTE function on the received messages to obtain the agreement 

value. Node b returns to the MANET before the decision-making phase. Node b will get the 

other nodes’ agreement values and using the VOTE function to obtain the final agreement 

value “1”. 
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s

val(s)=0

Level 1

root

 

 

 

 

(a) Node a stores the value received from Node s in the 

root of its mg-tree at the first round 

 

 

 

 
 

(b) Node a can detect the Node b and Node f do not send the message and stores the received 

messages in the second message exchange round of its mg-tree 

 

Figure 3. An example of executing MAHAP (Cont’d.) 
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(c)The final mg-tree of Node a (d)The ic-tree of Node a 

Figure 3. An example of executing MAHAP (Cont’d.) 
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(e) Applying function VOTE to Node a’s ic-tree from the t+1 level of ic-tree to root s, an 

agreement value “1” can be obtained. 

Figure 3. An example of executing MAHAP 

 

5. The Correctness of The Protocol 

To prove the correctness of our protocol, a vertex α is called common [1] if each 

fault-free node has the same value for α. That is, if vertex α is common, then the value stored 

in vertex α of each fault-free node’s mg-tree or ic-tree is identical. When each fault-free node 

has the common initial value from the source node in the root of its ic-tree, if the root s of the 

ic-tree of a fault-free node is common and the initial value received from the source node is 

stored in the root of the tree structure, then an agreement is reached because the root is 

common. Thus, the constraints, (Agreement) and (Validity), can be rewritten as: 

 

(Agreement’): Root s is common, and 

(Validity’):   VOTE(s) = vs for each fault-free node, if the source node is fault-free.  

 

To prove that a vertex is common, the term common frontier is defined as follows [1]: 

When every root-to-leaf path of the tree (an mg-tree or an ic-tree) contains a common vertex, 

◆◆◆◆ (VOTE(sa)= (VOTE(sab), VOTE(sac), VOTE(sad), VOTE(sae), VOTE(saf), VOTE(sag), VOTE(sah) )

     (VOTE(sa) =δ0,0,0,1,δ0,0,0) = 0                                                   by the condition 3 in the function VOTE

◆◆◆◆ (VOTE(sb)= (VOTE(sba), VOTE(sbc), VOTE(sbd), VOTE(sbe), VOTE(sbf), VOTE(sbg), VOTE(sbh) )

     (VOTE(sb) =δ1,δ1,δ1,0,δ0,δ1,δ1) = δ0                                      by the condition 2 in the function VOTE

◆◆◆◆ (VOTE(sc)= (VOTE(sca), VOTE(scb), VOTE(scd), VOTE(sce), VOTE(scf), VOTE(scg), VOTE(sch) )

     (VOTE(sc) = 1,δ0, 1,1,δ0,1,1) = 1                                                 by the condition 3 in the function VOTE

◆◆◆◆ (VOTE(sd)= (VOTE(sda), VOTE(sdb), VOTE(sdc), VOTE(sde), VOTE(sdf), VOTE(sdg), VOTE(sdh) )

     (VOTE(sd) = 1,δ0,1,0,δ0,1,1) = 1                                                   by the condition 3 in the function VOTE

◆◆◆◆ (VOTE(se)= (VOTE(sea), VOTE(seb), VOTE(sec), VOTE(sed), VOTE(sef), VOTE(seg), VOTE(seh) )

     (VOTE(se) = 0,δ0,1,1δ0,1,1) = 1                                                   by the condition 3 in the function VOTE

◆◆◆◆ (VOTE(sf)= (VOTE(sfa), VOTE(sfb), VOTE(sfc), VOTE(sfd), VOTE(sfe), VOTE(sfg), VOTE(sfh) )

     (VOTE(sf) =δ1,δ0,δ1,δ1,0,δ1,δ1) =δ0                                        by the condition 2 in the function VOTE

◆◆◆◆ (VOTE(sg)= (VOTE(sga), VOTE(sgb), VOTE(sgc), VOTE(sgd), VOTE(sge), VOTE(sgf), VOTE(sgh) )
  
     (VOTE(sg) =1,δ0,1,1,0,δ0,1) = 1                                                   by the condition 3 in the function VOTE

◆◆◆◆ (VOTE(sh)= (VOTE(sha), VOTE(shb), VOTE(shc), VOTE(shd), VOTE(she), VOTE(shf), VOTE(shg) )

     (VOTE(sh) = 1,δ0,1,1,0,δ0,1) = 1                                                   by the condition 3 in the function VOTE

■■■■ (VOTE(s)= (VOTE(sa), VOTE(sb), VOTE(sc), VOTE(sd), VOTE(se), VOTE(sf), VOTE(sg), VOTE(sh) )

     (VOTE(s) = 0,δ0,1,1,0,δ0,1,1) = 1                                                   by the condition 3 in the function VOTE
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the collection of the common vertices forms a common frontier. In other words, every 

fault-free node has the same messages collected in the common frontier if a common frontier 

does exist in a fault-free node’s tree structure (mg-tree or ic-tree). Subsequently, using the 

same majority voting function to compute the root value of the tree structure, every fault-free 

node can compute the same root value because the same input (the same collected messages 

in the common frontier) and the same computing function will produce the same output (the 

root value).  

Since MAHAP can solve the BA problem, the correctness of MAHAP should be 

examined using the following two terms. 

 

(1) Correct vertex: Vertex αi of a tree is qualified as a correct vertex if node i (the last node 

name in vertex αi’s node name list) is fault-free. In other words, a correct vertex is a 

place to store the value received from a fault-free node. 

(2) True value: For a correct vertex αi in the tree of a fault-free node j, val(αi) is the true 

value of vertex αi. In other words, the stored value is the true value. 

 

According to the definition of a correct vertex, its stored value is received from a 

fault-free node, and a fault-free node always transmits the same value to all nodes. Therefore, 

the correct vertices of such an mg-tree are common. After turning the mg-tree into its 

corresponding ic-tree by deleting the vertices with repeated node names, the values stored on 

the correct vertices of an ic-tree will be the same. Therefore, all of the correct vertices of an 

ic-tree are also common. Again, using the definition of a correct vertex, a common frontier 

does exist in the ic-tree. Thus, the root can be proven a common vertex [(Agreement’) is true] 

due to the existence of a common frontier, regardless of the correctness of the source node. 

An agreement on the root value can be reached. The validity is checked next (Validity’). 

When the source node has failed, (Validity’) is true, and the reason is that the proposition 

[(P�Q)] means (NOT(P) OR Q), hence (NOT(P) OR Q) or (P�Q) is true when P is false, 

where P implies “the source node is fault-free” and (P�Q) implies (Validity’s) [3]. 

Conversely, root s is a correct vertex according to the definition of a correct vertex if the 

source node is fault-free. If all of the correct vertices’ true values can be computed by 

MAHAP, then the true value of the root can also be computed because the root is a correct 

vertex. By definition, the true value of the root is the initial value of the source node if the 

source node is fault-free. In short, each fault-free node’s root value is the initial value of the 

source node if the source node is fault-free. Therefore, (Validity’) is true when the source 

node is fault-free. Since (Agreement’) and (Validity’) are both true regardless if the source 

node is fault-free or failed, the BA problem is solved. 
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Lemma 1: All correct vertices of an ic-tree are common. 

Proof: After reorganization, no repeated vertices are in an ic-tree. At level t +1 or above, the 

correct vertex α has at least 2t +1 children, out of which at least t +1 children are 

correct. The true values of these t +1 correct vertices are common, and the majority of 

the vertex values α are common. The correct vertex α is common in the ic-tree if the 

level of α is less then t +1. Consequently, all correct vertices of the ic-tree are 

common. � 

 

Lemma 2: The common frontier exists in the ic-tree. 

Proof: There are t +1 vertices along each root-to-leaf path of an ic-tree in which the root is 

labeled by the source name. The others are labeled by a sequence of node names. 

Since at most t nodes can fail, there is at least one correct vertex along each 

root-to-leaf path of the ic-tree. Using Lemma 1, the correct vertex is common and the 

common frontier exists in each fault-free node’s ic-tree. � 

 

Lemma 3: Let αααα be a vertex, αααα is common if there is a common frontier in the sub-tree 

rooted at αααα. 

Proof: If the height of α is 0 and the common frontier (α itself) exists, and then α is common. 

If the height of α is r, the children of α are all in common under the induction 

hypothesis with the height of the children being r-1. � 

 

Corollary 1: The root is common if the common frontier exists in the ic-tree. 

 

Theorem 1: The root of a fault-free node’s ic-tree is common. 

Proof: Using Lemmas 1, 2, 3 and Corollary 1, the theorem is proved. � 

 

Theorem 2: Protocol MAHAP solves the BA problem in a MANET. 

Proof: To prove this theorem, MAHAP must meet the constraints (Agreement’) and 

(Validity’) 

(Agreement’): Root s is common. 

By Theorem 1, (Agreement’) is satisfied. 

(Validity’): VOTE(s) = v for all fault-free nodes, if the initial value of the source is vt 

say v = vt 

Most nodes are fault-free. The value of the correct vertices for all of the fault-free node 

mg-trees is v. When the mg-tree is turned into an ic-tree, the correct vertices still exist. 

Therefore, each correct vertex of the ic-tree is common (Lemma 1), and its true value is v. 

Using Theorem 1, this root is common. The computed value VOTE(s) = v is stored in the root 

for all the fault-free nodes. Therefore, (Validity’) is satisfied. � 
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6. Conclusion 

The traditional BA problem was considered for a synchronous fixed network. None of 

the current BA protocols were designed for use in a MANET. Therefore, this study revisited 

the BA problem in a MANET with malicious faulty nodes. The proposed protocol can 

tolerate the most damaging type of failed nodes (malicious fault). The proposed MAHAP is 

the optimal protocol to solve the BA problem in the MANET. The term “optimal” means that 

the protocol uses the minimum number of required rounds to reach an agreement, and can 

tolerate the maximum number of faulty components. That is, MAHAP has the following 

features:  

 

� MAHAP can solve the BA problem in various MANETs (Such as table-driven, 

on-demand and hybrid routing MANET.). 

� MAHAP allows returning nodes to reach the same agreement value. 

� MAHAP can solve the BA problem using the minimum number of message 

exchange rounds (t+1 rounds of message exchange). 

� MAHAP can tolerate the most damaging failed node type (malicious fault). 

� MAHAP can tolerate fm malicious faulty nodes and fa away nodes. 

 

References 

[1]  A. Bar-Noy et al., “Shifting Gears: Changing Algorithms on the Fly To Expedite 

Byzantine Agreement,” in Information and Computation, 97(2):205-233, April 1992. 

[2]  M. Barborak, M. Malek and A. Dahubra, “The Consensus Problem in Fault-Tolerant 

Computing,” ACM Computing Surveys, vol. 25, no. 2 pp. 171-220, 1993. 

[3]  D. R. Broug, Logic Programming: New Frontiers, Boston Dorecht: Kluwer Academic, 

1992. 

[4]  M. Fisher, and N. Lynch, “A Lower Bound for the Assure Interactive Consistency,” 

Information Processing Letters, vol. 14, no. 4, pp. 183-186, June 1982. 

[5]  M. Fischer, M. Paterson, and N. Lynch, “Impossibility of Distributed Consensus with 

one Faulty Process,” Journal of ACM, vol. 32, pp. 374-382, 1985. 

[6]  X. Hong, K. Xu, and M. Gerla, “Scalable Routing Protocols for Mobile Ad Hoc 

Networks,” IEEE Network, vol. 16, no. 4, pp. 11-21, Jul/Aug 2002. 

[7]  A. Iwata, C.C. Chiang, G. Pei, M. Gerla and T.W. Chen “Scalable Routing Strategies 

for Ad Hoc Wireless Networks,” IEEE Journal on Select Areas in Communications, 

vol. 17, no. 8, pp. 1369-1379, Aug 1999. 

[8]  P. Jacquet et al., “Optimized Link State Routing Protocol,” draft-ietf-manetolsr-05.txt, 

Internet Draft, IETF MANET Working Group, Nov. 2000. 

[9]  D. B. Johnson and D. A. Maltz, “Dynamic Source Routing in Ad Hoc Wireless 



 15 

Networks,” Mobile Computing, T. Imielinski and H. Korth, Eds., Ch. 5. pp. 153–81, 

Kluwer, 1996. 

[10]  L. Lamport, R. Shostak, and M. Pease, “The Byzantine Generals Problem,” ACM 

Transactions on Programming Languages and Systems, vol. 4, no. 3, pp. 382-401, 

July 1982. 

[11]  M. R. Pearlman and Z. J. Haas, “Determining the Optimal Configurations for the 

Zone Routing Protocol,” IEEE Journal on Selected Areas in Communications, vol. 17, 

no. 8, pp. 1395–1414, Aug 1999. 

[12]  M. Pease, R. Shostak, and L. Lamport, “Reaching Agreement in the Presence of 

Faults,” Journal of ACM, vol. 27, no. 2, pp. 228-234, 1980. 

[13]  C. Perkins, “Ad Hoc Networking,” Addison-Wesley, 2001. 

[14]  C. Santivanez, R. Ramanathan, and I. Stavrakakis, “Making Link-State Routing Scale 

for Ad Hoc Networks,” Proceedings of 2001 ACM International Symposium Mobile 

Ad Hoc Network Computing, Long Beach, CA, Oct. 2001. 

[15]  A. Silberschatz, P.B. Galvin, G. Gagne, Operating System Concepts, 6
th

. Ed., John 

Wiley & Sons, Inc., 2002. 

[16]  H. S. Siu, Y.H. Chin, W.P. Yang, “A Note on Consensus on Dual Failure Modes,” 

IEEE Transactions on Parallel and Distributed Systems, vol. 7, no. 3, pp. 225-229, 

March 1996. 

[17]  H.S. Siu, Y.H. Chin, W.P. Yang, “Byzantine Agreement in the Presence of Mixed 

Faults on Nodes and Links,” IEEE Transactions Parallel and Distributed Systems, vol. 

9, no. 4, pp. 980-986, April 1998. 

[18]  S.C. Wang, Y.H. Chin, and K.Q. Yan, “Byzantine Agreement in a Generalized 

Connected Network,” IEEE Transactions on Parallel and Distributed System, vol. 6, 

no. 4, pp. 420-427, April 1995. 

[19]  K.Q. Yan, Y.H. Chin and S.C. Wang, “Optimal Agreement Protocol in Malicious 

Faulty Processors and Faulty Links,” IEEE Transactions Knowledge and Data 

Engineering, vol. 4, no. 3, pp. 266-280, 1992. 

[20]  K.Q. Yan and S.C. Wang, “Reaching Fault Diagnosis Agreement on an Unreliable 

General Network,” in Information Sciences: An International Journal, 2004. 



 16 

 

Appendix 

I. The flow chart of the protocol MAHAP 

 

 

Figure 4. The flow chart of the protocol MAHAP 
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II. The Message Gathering Tree (mg-tree) 

The structure of an mg-tree with one level, an mg-tree with two levels and mg-tree with 

three levels are shown in Figure 3(a), Figure 3(b) and Figure 3(c). Each fault-free node 

maintains such an mg-tree during the execution of MAHAP. At the first message exchange 

round, Node s transmits its initial value to the other nodes. We assume that each receiver node 

can always identify the sender of a message. When a fault-free node receives the message 

sent from the source node, it stores the received value, denoted as val(s), at the root of its 

mg-tree as shown in Figure 3(a). At the second message exchange round, each node transmits 

the root value of its mg-tree to the other nodes. If Node a sends message val(s) to Node b, 

then Node b stores the received messages from Node a, denoted as val(sa), in vertex sa of its 

mg-tree. Similarly, if Node b sends message val(sa) to Node a, then the value is val(sab) and 

stored in vertex sab of Node a’s mg-tree as presented in Figure 3(c). Generally speaking, 

message val(sa…n), stored in the vertex sa…n of an mg-tree, implies that the message just 

received was sent through the source node, Node a,…, Node n, where Node n is the latest 

node to pass the message. When a message is transmitted through a node more than once, the 

name of the node will be repeated correspondingly. For instance, the appearance of message 

val(saa) in vertex saa in Figure 3(c) indicates that the message is sent from Node s to Node a 

and to somewhere else and then to Node a again; therefore, Node a appears twice in vertex 

name saa. 

In summary, the root of an mg-tree is always named s to denote that the stored message 

is sent from the source node at the first message exchange round, and the vertex of an mg-tree 

is labeled with a list of node names. The node name list contains the names of the nodes 

through which the stored message was transferred. 

 

III. The Information Collecting Tree (ic-tree) 

An ic-tree is reorganized from a corresponding mg-tree by removing the vertices with 

repeated node names in order to avoid the repeated influences from faulty nodes in an ic-tree. 

In Figure 3(d), there is an example of an ic-tree created by deleting the repeated nodes name 

of the original mg-tree. 


